UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH THANH HOA Péc 1ap - Tu do - Hanh phiic

Sb: 2827 /UBND-CNTT Thanh Hod, ngay 04 thang3  ndm 2024

VIV bao céo két qua trién khai
cac Quyét dinh, Chi thi cia
Thii twéng Chinh phu vé linh
vuc an toan thong tin mang

Kinh gtri: Cuc An toan thong tin, B6 Thong tin va Truyén thong.

UBND tinh Thanh Héa nhin dugc Cong van s6 548/BTTTT-CATTT
ngay 09/02/2024 ciia Bo Thong tin va Truyén thong vé viéc bao cdo két qua
trién khai cac Quyét dinh, Chi thi ctia Tha twéng Chinh pha vé linh vuc an toan
thong tin mang.

Trén co sé trién khai thuc hién cac Quyét dinh, Chi thi Thu tuéng Chinh
phu vé linh vuc an toan thong tin mang trén dia ban tinh Thanh Héa va béo cao
tham muu ctia S& Thong tin va Truyén thong, UBND tinh Thanh Héa bao céo
két qua trién khai thuc hién cac Quyét dinh, Chi thi Thi tuéng Chinh phu vé
linh vuc an toan thong tin mang trén dia ban tinh Thanh Hoéa (chi tiét tai CAC phu
luc kem theo).

UBND tinh Thanh Hoa bao cdo dé Cuc An toan thong tin, B Thong tin
va Truyén thong dé tong hop./.

Noi nhdn:

- Nhu trén;

- BO Théng tin va Truyén thong (dé b/c);
- Chu tich, cac PCT UBND tinh;

- CVP, cac PCVP UBND tinh;

- S¢ Thong tin va Truyén thong;

- Luu: VT, CNTT.

..H

Mai Xuan Liém



2

Phu luc |
BAO CAO, PANH GIA KET QUA TRIEN KHAI
CHIEN LUQC AN TOAN, AN NINH MANG QUOC GIA
(Kém theo Cong vain sé /UBND-CNTT ngay thang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Quyét dinh s6 964/QD-TTg ngay 10/8/2022 cua Thu tudéng Chinh
phu phé duyét Chién lwoc An toan, An ninh mang qudc gia, chi dong tng phd
véi cac thach thac tr khdng gian mang dén nam 2025, tdm nhin 2030;
UBND tinh Thanh Hoa béo céo két qua nhu sau:

I. VE QUAN TRIET VA TO CHUC TRIEN KHAI CHIEN LUQC

1. X4y dung va ban hanh Ké hoach trién khai Chién luwgc An toan, An
ninh mang quéc gia

- Xay dung, ban hanh K& hoach trién khai Chién lugc An toan, An ninh
mang quéc gia:

Tinh Thanh Hoéa d3 ban hanh Ké& hoach sé 116/KH-UBND ngay
11/5/2023 ctia UBND tinh vé trién khai thyc hién Quyét dinh s6 964/QD-TTg
ngay 10/8/2022 cua Thu tuéng Chinh phu vé phé duyét “Chién luoc An toan,
An ninh mang quéc gia, chu dong tmg phé voi cac thach thic tir khong gian
mang dén nam 2025, tim nhin 2030

2. Xay dung, ban hanh K¢ hoach hang nim vé bio dam an toan thong
tin mang

- Ban hanh Ké hoach bao dam an toan thong tin mang hang nim tai
Quyet dinh:

+ Nam 2022: Ké hoach s6 235/KH-UBND ngay 05/11/2021 cua Chu tich
UBND tinh vé phat trién Chinh quyén so6 va dam bao an toan thong tin mang
nam 2022.

+ Nam 2023: Ke hoach s6 281/KH-UBND ngay 10/12/2022 cta Chu tich
UBND tinh vé chuyén doi so nam 2023 trén dia ban tinh Thanh Hoa.

+ Ném 2024: Ké hoach s6 298/KH-UBND ngay 20/12/2022 ciia Chu tich
UBND tinh vé chuyén d6i s6 nam 2024 trén dia ban tinh Thanh Hoa.

3. Xay dung, ban hanh Ké hoach trién khai ciac Quyét dinh, Chi thi ciia
thu twong Chinh phu

- Xay dung va ban hanh Ké hoach trién khai cac bién phap tang cuong
nang lyc phong chong phan mém doc hai: Ké hoach 272/KH-UBND ngay
21/12/2020 ctia Chu tich UBND tinh vé Ung dung Cong nghé thong tin trong
hoat dong ctia co quan nha nudc, phat trién Chinh quyén sé va bao dam an toan
thong tin mang trén dia ban tinh Thanh Hoéa, giai doan 2021-2025.
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- Xay dyng va ban hanh Ké hoach trién khai gidm sat an toan hé thng
thong tin: Ké hoach 272/KH-UBND ngay 21/12/2020 ctia Chu tich UBND tinh
vé Ung dung Cong nghé thong tin trong hoat dong cua co quan nha nudc, phat
trién Chinh quyén s6 va bao dam an toan thong tin mang trén dia ban tinh Thanh
Hoa, giai doan 2021-2025.

- X4y dung va ban hanh Ké hoach trién khai gidm sat thong tin trén
khong gian mang: Quyét dinh s6 31/2020/QD-UBND ngay 22/7/2020 cia
UBND tinh ban hanh Quy ché phdi hop theo ddi, xir Iy thong tin xau, doc trén
khéng gian mang.

- Xay dyng va ban hanh K& hoach dao tao va phat trién ngudn nhan luc an
toan thong tin giai doan va hang nim: Quyét dinh s6 1039/QD-UBND ngay
29/3/2021 ctia UBND tinh Thanh Hoa vé viéc ban hanh Ké& hoach tuyén truyén,
nang cao nhan thirc, pho bién kién thirc va dao tao ngudén nhan luc an toan thong
tin, giai doan 2021-2025 trén dia ban tinh Thanh Hoéa.

- Xay dung va ban hanh Ké hoach tuyén truyén, nang cao nhan thirc va phd
bién kién thirc vé an toan thong tin giai doan va hang nim: Quyét dinh sb
1039/QD-UBND ngay 29/3/2021 ctia UBND tinh Thanh Hoa vé viéc ban hanh
K¢é hoach tuyén truyén, ning cao nhén thtrc, phd bién kién thirc va dao tao ngudn
nhén lyc an toan thong tin, giai doan 2021-2025 trén dia ban tinh Thanh Hoa.

- Xay dung va ban hanh Phuong an ung ctru su c¢d an toan thong tin cua
tinh; déy manh hoat dong cua mang lu6i mg clru su ¢d: Ké hoach sb 139/KH-
UBND ngay 18/7/2018 ctia Chu tich UBND tinh vé Ung phé su ¢ bao dam an
toan thong tin mang trén dia ban tinh Thanh Héa.

- Xay dung va ban hanh K& hoach bao vé, hd trg tré em tuong tac lanh
manh trén khong gian mang: Ké hoach s6 287/KH-UBND ngay 22/12/2022 cua
UBND tinh vé trién khai chuong trinh “Bao vé va hd tro tré em tuong tac lanh
manh, sang tao trén moi trudng mang giai doan 2021 - 2025 trén dia ban tinh
Thanh Hoa.

Il. VE TRIEN KHAI BAO PAM AN TOAN HE THONG THONG
TIN THEO CAP bO

1. Ty 1 hé thong thong tin di dwoc phé duyét hd so dé xuit cap do

- S6 hé thong thong tin cua tinh: 856

- S6 luong hévthéng thong tin da dugc phe duyét hé so dé xuat cap do/tuong
ung voi ty 1€ trén tong s6 hé thong thong tin: 856 h¢ thong/dat ty 1€ 100%.

Trong do:

ot S6 hé thévng thong tin da dugc phé duyét cap do 1/tuong ung voi ty 18
phan tram trén tong s6 h¢ thong thong tin dugc phé duyét: 773 hé thong/tuong
ung ty 1¢ 90,3%.
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_ + S0 hé thong thong tin dd dwoc phé duyét cap do 2/tuong (g v6i ty 18
phan tram trén tong s6 h¢ thong thong tin dugc phé duyét: 79 hé thong/tuong
ung ty 1¢ 9,2%.

+ S6 hé thong thong tin da dugc phé duyét cap do 3/tuong ing voi ty 18
phan trim trén tong s6 hé théng thong tin duoc phé duyét: 04 hé théng/tuong
ung ty 1¢ 0,5%.

‘2. Ty lé,hé thong thong tin trién khai day di phwong 4n bao vé theo Ho
so’ dé xuat cap d¢ da duwgc phé duyét

oo Sé luc,,)’ng,hé thdng thong tin da trién khai diy du phuong an bao v¢ tl}eo
Hé SO d§: xuat cap do da duoc phé duyét/tuong @ng v6i ty 1€ phan tram trén tong
s0 h¢ thong thong tin dugc phé duyét: 368 hé thong/tuwong ung ty 1€ 43%.

I1l. DUY TRI VA NANG CAO HIEU QUA CONG TAC BAO PAM
AN TOAN THONG TIN THEO MO HINH “4 LOP”

1. S6 lwong hé thong thong tir} dwoc kiém tra, danh gia day di cac ndi
dung theo quy dinh tai Thong tw so 12/2022/TT-BTTTT ngay 12/8/2022:

- S6 lu’qng‘hé théng thépg tir} cua ti’nh da duogc kiém tra, d;’mh gid/tuong
ung vai ty 1€ phan trdm trén tong s6 hé¢ thong thong tin: 606 hé thong/tuong tng
ty 1¢ 70,79%.

Trong do:

+ S6 hé thdng thong tin dugce danh gia 16 hong, bao mat: 48 hé thong.

+ S6 hé thdng thong tin dugce danh gid ma ngudn Gmg dung: 03 hé thong.

2. HOi.lt’ dong giam sat, két noi, chia sé dir liéu giam sat véi hé thong
giam sat quoc gia

- Trién khai trung tdm gidm sat, diéu hanh an toan, an ninh mang (SOC):

+ Pon vi xay dung, trién khai: Cong ty c6 phadn Mopha

+ Pon vi quan 1y, van hanh: Trung tim Céng nghé thong tin va Truyén
thong tinh Thanh Hoa

+ Thanh phan dap mg yéu cau theo Dleu 5 quy dinh tai Thong tu sb
31/2017/TT-BTTTT: Pap ting cac yéu cau, bao gom:

* Pham vi gidm sat, bao vé: Giam sat cac hé thong thong tin tai Trung tdm
dir liéu cua tinh va cac sé, ban, nganh; UBND cép huyén trén dia ban tinh.

* Mo hinh giam sat: Hoat dong giam sat trung tam tai Trung tdm diéu hanh
an toan, an ninh mang cua tinh va gidm sat co s¢ tai cac co quan, don vi c6 dat
thiét bi quan trac, két ndi vé hé théng giam sat trung tam.

* Cac hoat dong giam sat: Giam sét tryc tiép va gian tiép.

Du kién dau tu, nang cip hé thong giam sat: Dy an Mo rong hé thdng giam
sat phong chong xam nhap, 1ay nhiém ma ddc trén dia ban tinh Thanh Hoa theo
Quyét dinh sb 2951/QD-UBND, ngay 30/8/2022 ctia Chu tich UBND tinh vé
phé duyét Bao cao nghién ctru kha thi.



5

- So luong hé théng thong tin cia co quan nha nudc dugc giam sat truc tlep
va két ndi chia sé dit liéu voi Trung tam Glam sat an toan khong gian mang quoc
gia (NCSC)/tuong tng véi ty 1¢ trén tong sd hé thdng thong tin: 48 hé thdng/
tuong ung ty 1¢: 5,6%.

Hoat dong, chat luong két ndi, chia sé dit liéu giam sat voi hé théng giam
sat quoc gia day du, thuong xuyén va on dinh/hodc gian doan, mat két noi: Pay
du, thuong xuyén va 6n dinh.

3. V& lwc lwong tai chd

- Chu tich UBND tinh Thanh Hoéa da ban hanh Quyét dinh s6 4872/QD-
UBND ngay 19/11/2019 vé viéc thanh 1ap Doi tng ctru sy ¢d an toan thong tin
mang tmh Thanh Hoa; Giam dc S& Thong t1n va Truyén thong ban hanh Quyet
dinh s6 313/QD-STTTT ngay 12/10/2022 vé viéc kién toan Pdi ting ciru sy ¢d
an toan thong tin mang trong co quan nha nudc trén dia ban tinh Thanh Hoéa.
Chtrc nang, nhiém vy chinh cta D01 thuc hién cac nhi€ém vu li€én quan dén diéu
phbi, hd tro tng ctru, xir 1y, ngin chin su ¢6 an toan thong tin mang trong cac co
quan Nha nudc va cac t6 chire chinh tri - xa hoi trén dia ban tinh.

- Pau mbi vé An toan thong tin & cac so, ban, nganh va UBND cip huyén
dugc thanh 1ap theo Quyét dinh s6 4872/QD-UBND ngay 19/11/2019 cua Chu
tich UBND tinh; trong quyét dinh quy dinh tai mdi co quan, dia phuong bo tri,
phan cong can bd thuc hién nhi€ém vu dau méi vé An toan théng tin va irng clru
sy ¢O va thanh 1ap cac T6 tng clru sy ¢6 an toan thong tin mang dé chu dong
trién khai cong tac ing ctru su c6 theo nguyén tic 4 tai chd.

IV. PHONG CHONG PHAN MEM PQC HAI

- S6 luong may chi/may tram cia tinh: 200/15.106

- S6 lugng may chu cua co quan nha nudc tai tinh duge cai dit phong,
chong ma doc va chia s¢ thong tin v6i Trung tam Giam sat an toan khong gian
mang quoc gia (NCSC)/tuong g v6i ty 1€ phan tram: 200/100%

- S6 luong may tram cia co quan nha nude duge cai dit phong, chong ma
doc va chia se¢ thong tin voi Trung tdm Giam sat an toan khong gian mang quoc
gia(NCSC)/tuong rng vai ty 1¢ phan tram: 2.322/15,37%

-S6 luong IP botnet dugc phat hién, canh bao va xir 1y, loai bo ma doc: 7

V. BAO VE HE THONG THONG TIN CUA 11 LINH VUC QUAN
TRONG

(Noi dung bdo cdo nay dp dung déi véi cac bg, nganh, dia phwong chi
quan cac hé thong thong tin cua 11 linh vuc quan trong).

Can ctr theo Quyét dinh s6 632/QD-TTg ngay 10/5/2017 cta Thu tudng
Chinh phii vé Ban hanh Danh muc linh vuc quan trong can uu tién bado dam an

toan thong tin mang va hé thong thong tin quan trong qudc gia. Tinh Thanh Héa
khong c6 trong danh muc céc dia phuong.



6

VI. TRIEN KHAI GIAM SAT THONG TIN TREN KHONG GIAN
MANG VA DAN NHAN TiN NHIEM MANG

1. Trién khai giam sat thong tin trén khong gian mang:

- Trién khai cic hoat dong giam sat thong tin trén khdng gian mang (thanh
1ap, chi dinh bd phan giam sat; trién khai cac cong cu giam sat): UBND tinh
Thanh Hoa ban hanh Quyét dinh s 31/2020/QD-UBND ngay 22/7/2020 vé Quy
ché phéi hop theo ddi, xir Iy thong tin x4u, doc trén khong gian mang. To chirc
thanh lap T theo ddi, xir 1y thong tin sai sy that, thong tin x4u, doc trén khong
gian mang; Tb chuc khai thac cac hé théng kiém soét thong tin x4u, doc do Bo
Thong tin va Truyén thong chuyén giao; xdy dung hé thdng co s¢ dit liéu va
phan mém quan 1y thong tin trén khong gian mang.

- Két qua phdi hop xir 1y cac thong tin vi pham phap luat va cac dbi tuong
dang thong tin vi pham phép luat trén khong gian mang: Phoi hop voi Ban
Tuyén gido Tinh uy, Cong an tinh va cac co quan, don vi cép tinh, chinh quyén
cac cap chu dong, kip thoi thuc hién cong tac thong tin tuyén truyén, phan bac
cac luan diéu xuyén tac, vu khong lanh dao Pang, Nha nudc, 1anh dao tinh trén
khong gian mang; dinh hudng, kiém soat chat ché hoat dong dang tai thong tin
trén khong gian mang, kién quyét xir 1y hodc dé xuat xir Iy nghiém nhitng truong
hop vi pham phap luat, vi pham dao dirc nguoi lam bao.

2. Trién khai dan nhin tin nhiém mang cho Trang/Cong thong tin dién tir

- S6 lwong Trang/Cong thong tin dién tir cta tinh: 692

- S6 Trang/Cong thong tin dién tir d3 dugc dan nhin tin nhiém mang/tuong
g véi ty 16 phan tram: 187/27%

VII. TO CHUC DIEN TAP UNG CUU SU CO VA PHAT HIEN, XU
LY SU CO AN TOAN THONG TIN MANG

1. To chirc dién tip &ng ciru sw co an toan thong tin mang

-S6 luong cudc dién tap theo hinh thire thong thuong duoc t6 churc: 02

-S6 luong cudc dién tap thuc chién duoc to chire: 02

-S6 luong hé théng thong tin dugc luya chon dé t6 chtrc dién tap thuc chién
(néu 1o cép do hé théng duoc lya chon): 03 hé théng thong tin cép do 3 tai
Trung tam dir li¢u tinh.

- Chi tiét két qua hoat dong dién tap Gmg ctru sy ¢6 an toan thong tin mang:

+ Tb chirc 16p dao tao, huan luyén va t6 chic dién tdp cho cong tac Ung
ctru sy cd va bao dam an toan thong tin mang nam 2022 va nim 2023 cho 180
can bo quan tri mang, can bd chuyén trach vé CNTT, thanh vién tb ung clru su
¢d an toan thong tin mang tai cac co quan, don vi; td chirc 16p tap huén trién
khai bao dam an toan thong tin va g ciru su ¢b theo mé hinh bao vé 4 16p cho
120 cén by can bg cuia Van phong Tinh uy, cac huyén uy, thi uy, thanh uy va
UBND cap huyén, Vin phong UBND tinh, Vin phong doan PBQH va HDND
tinh, cac s&, ban, nganh.
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+ To chire dién tap thuc chién dam bao an toan thong tin mang vao 03 h¢
thong tin cap o 3 1a Cong dich vu cong cua tinh; Phin mém quan 1y van ban va
hd so cong viéc; phan meém mot cura dién tu tai Trung tam dir liéu cua tinh; Qua
d6 phat hién c6 11 16 héng bao mat dang ton tai v6i 9 16 héng bao mat muc cao
va 02 16 hong mirc d6 trung binh.

2. Phat hién va xir 1y sw c¢6 an toan thong tin mang
- S6 lugng su c¢b da phat hién tai tinh: 215

Ghi chu: SO lugng su ¢0, danh gia nang luc phat hi¢n sy ¢c6 gom cé su co tu
phat hién va su ¢0 tir cac canh bao cua cac don vi chuyén trach.

- Sd lugng su ¢ da duoc xu 1y tai tinh/twong g voi ty 1€ trén ) lugng su
cd dugc phat hién: 215/100%

Chi tiét két qua phat hién, xtr Iy sy ¢b an toan théng tin mang:
+ Tan cong tu chdi dich vu: 10

+ Tan cong sir dung ma doc: 96

+ Truy cép trai phép, chiém quyén diéu khién: 27

+ Thay d6i giao dién: 20

+ Pha hoai thong tin, dir liéu, phan mém: 45

+ Céc hinh thtic tn cong khac: 17

VIII. PAO TAO, PHAT TRIEN NGUON NHAN LUC VA NANG
CAO NHAN THUC

1. Hoat dong dao tao va phat trién ngudn nhén lwc an toan thong tin

-S6 luong can bd chuyén trach/kiém nhiém vé an toan thong tin tai tinh
trén tong s6 can bd cong chuc, vién chuc, nguot lao dong: SO lugng can bd
chuyén trach: 64; So6 luong can bo kiém nhiém: 792; Tong so can bd cong chirc,
vién chirc, nguoi lao dong 15.008.

- S6 luong can bd thanh vién Mang ludi Gmg ctru su ¢d an toan thong tin
mang tai tinh: 576.

- S6 khéa dao tao an toan thong tin do tinh ty t6 chirc (s6 luong va két qua
theo tirng ndm):

+ Nam 2022: T6 chirc trién khai 04 16p ddo tao an toan thong tin.

+ Nam 2023: T6 chirc trién khai 04 16p ddo tao an toan thong tin.

- S6 can bd chuyén trach, kiém nhiém an toan thong tin duoc tham gia cac
16p dao tao an toan thong tin hang nam/dat ty 1€ phan tram (s6 luong can bg va
sO luot dao tao theo tirng nam): 64 dat 100%.

- S6 can bd don vi chuyén trach tham gia, tuan thu cac khoéa dao tao ngén
han vé an toan thong tin do B Thong tin va Truyén thong t6 chirc/tong s6 can
bo dugc triéu tap: 10/10.
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- S6 chuyn gia an toan thong tin mang (bao gdm ca chuyén gia thué ngoai)
dap tng chuan ky nang vé an toan thong tin do Bo Thong tin va Truyén thong
quy dinh theo Chi thi s6 18/CT-TTg ngay 13/10/2022 cua Thu tuwdéng Chinh phu:
05 chuyén gia.

2. Trién Kkhai cdc hoat dong tuyén truyén, ning cao nhin thirc vé an
toan thong tin tai tinh

- S6 lugng ngudi str dung Internet trén dia ban tinh/thanh phé duoc tiép can
cac hoat dong tuyén truyén trén tong sé ngudi st dung Internet trén dia ban
tinh/thanh phé (chi ap dung voi cac dia phuong): 2.419.344

- SO luong cong churc, vién chuc, nguodi lao dong cua tinh dugc ti€p can cac
hoat dong tuyén truyén trén tong s6 cong chuc, vién chue, nguoi lao dong cua
tinh: 15.008

Chi tiét cac hoat dong tuyén truyén:

- Can ctr Quyét dinh s6 1907/QD- TTg ngay 23/11/2020 cua Thu tuong
Chinh phu Ve phé duyét Bé an “Tuyén truyén, nang cao nhan thirc va pho bién
kién thirc vé an toan thong tin giai doan 2021 -2025” va Quyet dinh s6 21/QD-
TTg ngay 06/01/2021 cua Thu tudng Chinh phu vé phé duyét Pé an “Pao tao va
phét trién ngudn nhan luc an toan thong tin giai doan 2021-2025”. Tinh Thanh
Hoéa da ban hanh Quyet dinh s 1039/QD-UBND ngay 29/3/2021 cuia UBND
tinh Thanh Hoéa vé€ viéc ban hanh Ké hoach tuyén truyén, nang cao nhén thtc,

pho bién kién thirc va dao tao ngudn nhéan lyc an toan thong tin, giai doan 2021-
2025 trén dia ban tinh Thanh Hoa.

- Pinh ky hang nam, tinh Thanh Hoa di trién khai cac hoat dong tuyén
truy€n, nang cao nhan thuc va trach nhiém vé an toan thong tin nhu sau:

+ Trién khai cac Phong sy tuyén truyén phd bién vé an toan thong tin:
Dinh ky hang quy, Dai Phat thanh va Truyen hinh tinh xay dyng, san Xuét cac
ban tin vé an toan thong tin nham cung cap thong tin vé tinh hinh an toan thong
tin, ndng cao nhan thuc, trdch nhiém veé bao dam an toan thong tin.

ot Xéy, dung, phat hanh cac ban tin An toan thong tin dinh ky 02 thang/01
s0; Cung cap thong tin nhanh va kip thoi vé tinh hinh an toan thong tin trén dia
ban tinh tai dia chi: https://attt.thanhhoa.gov.vn.

Mat khac, UBND tinh thuong xuyén chi dao, hudng dan cac co quan bdo
chi trén dia ban tinh, h¢ thong truyen thanh, truyén hinh cc huyén, thi xa, thanh
phd, dai truyen thanh cac x4, thi trAn diy manh cong tac tuyén truyén, nang cao
nhan thuc vé an toan thong tin trén cac phuong tién thong tin dai ching. Thuc
hién ding tai cac quy dinh ctia phap luat va viét tin, bai, phan anh cac ndi dung
vé an toan thong tin trén trang thong tin dién tir cua cac don vi.

- T4 chirc, trién khai Chién dich “Thang hanh dong tuyén truyén vé nhan
dién va phong chdng Itra ddo truc tuyén.

+ UBND tinh da chi dao cc co quan, don vi trén dia ban tinh pho bién tai
liéu vé phong chong ltra ddo tryc tuyén nham nang cao nhan thic va ky nang dam
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bdo an toan thong tin cho cén bg, cong churc, vién chirc nguoi lao dong trong céc
co quan, don vi, doanh nghi¢p, trudong hoc va ngudi dan trén dia ban huyén vé cac
dau hiéu nhan biét, cling nhu cach phong tranh vo1 24 hinh thirc Itra ddo truc
tuyén va cac clip tinh hudng lira ddo pho bién hién nay tai Viét Nam.

+ Pai Phat thanh va Truyén hinh tinh d3 ding tai gan 20 tin bai lién quan
dén nhan dién va phong chéng lira dao truc tuyén trén 5 ban tin Thoi su truyén
hinh; cac chuyén muc c6 lién quan. Trén co s& dung cdc tai liéu tuyén truyén
cua Bo Thong tin va Truyen thong, Bao Thanh Hoa dé xay dung 04 tin bai, noi
dung canh bao ngudi dan vé cac hinh thic ltra dao truc tuyén hién nay.

+ Céac Trang thong tin dién tir cia UBND cap huyén, cip x3 déu mo
Chuyén muc/Muc riéng hodc dua cac tai lidu tuyén truyén trén chuyén muc
Chuyén dbi s6 dé t6 chirc tuyén truyén Chién dich “Thang hanh dong tuyén
truyén vé nhan dién va phong chdng lira dao truc tuyén”. Hé thdng Truyén
thanh cap huyén, cAp xa trén toan tinh thyc hién _phat voi tan suat 03 ngay/tuén
06 luot phat/tuan (27 huyén, thi x&, thanh phd va 559 x4, phuong, thi tran)
tuyén truyén vé céac dau hiéu nhan biét, ciing nhu cach phong tranh v6i 24 hinh
thuc lira ddo tryc tuyén va céac clip tinh hudng lira dao pho bién hién nay tai
Viét Nam.

IX. NANG CAO UY TiN QUOC GIA VA HQOP TAC QUOC TE

Két qua trién khai cac hoat dong hop tac qudc té vé an toan thong tin mang
cua cac bg, nganh, dia phuong, doanh nghi€p (néu co):

X. PAU TU NGUON LUC VA BAO PAM KINH PHi THU'C HIEN
1. Tong kinh phi chi cho an toan théng tin

- Kinh phi dau tu tir NSNN chi cho an toan théng tin: 107.744.000.000
VND

- Kinh phi thuong xuyén tr NSNN chi cho an toan thdng tin:
4.794.000.000 VND

- Ty 1€ kinh phi bao dam an toan thong tin so vdi kinh phi chi cho khoa hoc
cong ngh¢, chuyén doi so, ing dung cong nghé thong tin: 23,83%

Trong d6 gdm:
- Kinh phi giam sat an toan thong tin: 736.000.000 VND
- Kinh phi kiém tra, danh gi4 an toan thong tin: 2.184.000.000 VND
- Kinh phi dién tap, Gmg ctru su ¢6 an toan thong tin: 1.022.000 VND
- Kinh phi dao tao, tdp huin va tuyén truyén, nang cao nhan thirc vé an toan
thong tin: 852.000.000 VND
_ 2.Cac hé thong ky thuit an toan thong tin dwoc diu tw, ning cp, phat
trién
, Nhiam bao dam cho cac hé théngq thong tip trén hoat dong é)n dinh, thong
suot trén moi trrong mang. Tinh da trién khai dau tu cac trang thiét bi, giai phap
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bao mat, an toan thong tin tai Trung tdm dit liéu va cac so, UBND cap huyén,
cap xd nhu: xdy dung Trung tim diéu hanh an toan, an ninh mang cua tinh véi
cac trang thiét bi bao mat (DDoS, Firewall, IPS/IDS...); dau tu trién khai cac hé
théng giam sat an toan thong tin mang tai cac so, ban, nganh va UBND cip
huyén két ndi vé hé thdng giam sat tip trung cua tinh; cai dat phan mém phong
chéng ma doc tap trung trén cac may tram toan tinh...Cac h¢ théng trén déu
thuc hién két ndi, chia sé dit liéu vé hé thong cua Trung tdm giam sat an toan
khong gian mang quéc gia (NCSC) theo quy dinh.

3. B phén chuyén trach vé an toan thong tin

- Ty I¢ td chirc don vi truc thudce tinh ¢6 don vi/bd phan chuyén trach vé an
toan thong tin/tong so6 don vi: 01/249

- Ty 1 t6 chirc don vj tryc thudc tinh ¢6 don vi/bd phan ban chuyén tréch
vé an toan thong tin/tong s6 don vi: 248/249

- S6 lugng can bd chuyén trach an toan thong tin/tong s6 cong chirc, vién
chirc nguoi lao dong: 64/15.008

- S6 luong can bo ban chuyén trach an toan thong tin/tong s6 cong chic,
vién chirc nguoi lao dong: 792/15.008

XI. PANH GIA VIEC TRIEN KHAI CHIEN LUQC

- V& viéc hoan thanh cac muc tiéu: Trén co s& thuc hién Quyét dinh s6
964/QD-TTg ngay 10/8/2022 cua Thi tuéng Chinh phii phé duyét Chién luge An
toan, An ninh mang qudc gia, chit dong tmg phod véi cac thach thirc tir khong
gian mang dén nam 2025, tim nhin 2030. UBND tinh d3 ban hanh Ké& hoach
s6 116/KH-UBND ngay 11/5/2023 ciia UBND tinh v& trién khai thyc hién
Quyét dinh sé 964/Qb- TTg ngay 10/8/2022 cua Thu tuéng Chinh phu, trong do
xac dinh 10 nhiém vu gin lién véi dia phuong dé tap trung t6 chirc thyc hién
nham hoan thanh cac muc tiéu dit ra.

- T6 chuc, phdi hop thuc hién cic nhiém vu: Trén co s¢ Ké hoach s
116/KH-UBND ngay 11/5/2023 ctia UBND tinh, nham chu dong trong céng tac
t chuc, phéi hop thuc hién nhiém vu, UBND tinh giao cho co quan thuong truc
la Tiéu ban An toan, An ninh mang tinh chu tri, phdi hop véi cac co quan, don
vi trong tinh tdp trung trién khai cac nhiém vy. Trong do, phéan cong, phan
nhiém giao cac nhiém vu cu thé cho cac co quan chu tri va phi hop nham to
chtic trién khai, phi hop trong qua trinh thyc hién. Hién nay, mot s6 cac nhiém
vu duoc phdi hop trién khai thudng xuyén nhu: Pho bién, quén triét chu truong,
duong 161 ciia Pang, chinh sach, phap luat cia Nha nudc vé an toan, an ninh
mang, xac dinh day 1a nhiém vy quan trong cua hé thong chinh tri nhdm nang
cao nhan thirc, trach nhiém cua cac cap uy dang, chinh quyén, Mit trdn T qudc,
cac t6 chirc chinh tri - xd hoi, ngudi dan, doanh nghiép trong cong tac bao dam
an toan, an ninh mang; Ra soat, dé xuit, xay dung, stra ddi, bd sung cac van ban
vé an toan, an ninh mang theo tinh hinh thuc té tai dia phuong; Pay manh hoat
dong bao dam an toan, an ninh mang trong qua trinh thiét ké, xay dung, van
hanh, khai thac co so ha tang s; tuan tha tiéu chuan, quy chuan k§y thuat, hudng
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dan nghiép vu cua Bo Cong an, Bo Thong tin va Truyén théng va quy dinh cia
phap luat vé an toan, an ninh mang; gan két cong tac bao dam an toan, an ninh
mang voi trlen khai chuyén d6i s, ung dung cong nghé¢ thong tin, phat trién
chinh quyén dién tu hudng t6i chinh quyén so, phat trién d6 thi thong minh, kinh
té s6 va xa hoi s6.

Béng thoi, nhﬁm td chtrc thuc hién hiéu qua, dat dugc muc ti€u trong Ké
hoach, UBND tinh chi dao co quan thuong truc td chuc trién khai so két, tong
két viéc thuc hién, diéu phdi xir ly cac van dé moi, quan trong, chua duoc quy
dinh hoac chong chéo, phtic tap vé an toan, an ninh mang trong noi dung Ké
hoach nay, can su phéi hop gitta cac so, ban, nganh, co quan c6 lién quan.

- Veé phan bd nguon luc: Trén co s& cac nhiém vu cia Ké hoach vé trién
khai thyc hién Quyét dinh s6 964/QB-TTg ngay 10/8/2022 ctia Thu tuéng Chinh
phu. Cac co quan, don vi da xay dung K& hoach noi bd dé td chirc nguén luc
trién khai. Pong thoi tinh vu tién bé tri kinh phi tir ngan sach nha nudc dé trién
khai thuc hién cac nhi€ém vu chi thuong xuyén cua K& hoach theo quy dinh cua
Luat Ngan sach nha nuéc cho cac co quan, don vi cap tinh.

Phu luc 11
BAO CAO KET QUA TRIEN KHAI QUYET PINH
SO 632/QDP-TTG NGAY 10/ 5/2017 CUA THU TUONG CHINH PHU
BAN HANH DANH MUC LINH VUC QUAN TRONG CAN UU TIEN
BAO PAM AN TOAN THONG TIN MANG VA HE THONG
THONG TIN QUAN TRONG QUOC GIA
(Kém theo Cong vdin sé /UBND-CNTT ngay  thing nam 2024
cia Chu tich UBND tinh Thanh Hoa)

Bao cdo nay tinh Thanh Hoa khong co trong danh sdach don vi bao cao
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Phu luc 111
BAO CAO KET QUA TRIEN KHAI QUYET PINH SO 1622/QP-TTg
CUA THU TUONG CHINH PHU
(Kém theo Cong van sé /UBND-CNTT ngay  thiang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Quyét dinh sb 1622/QD-TTg ngay 25/10/2017 cua Thu tudng
Chinh phi vé ddy manh hoat dong ctia mang lugi Gng cau sy cb, ting cuong
nang luc cho cac can bo, b phan chuyén trach ¢ng ciu sy ¢ an toan thdng tin
mang trén toan qudc dén nam 2020, dinh huéng dén 2025. UBND tinh Thanh
Hoa bao co két qua nhu sau:

1. XAY DUNG, BAN HANH KE HOACH PAY MANH HOAT PQONG
CUA MANG LUOI UNG CUU SU CO
- Xay dung, ban hanh ké hoach trién khai didy manh hoat dong ctia mang
ludi img cuu su ¢, tang cuong nang luc cho cac can bg, bd phan chuyén trach
g ctru sy ¢ an toan thong tin mang: Tinh Thanh Héa di ban hanh Ké hoach
s6 139/KH-UBND ngay 17/7/2018 cua UBND tinh vé Ung phd su c6 dam bao
an toan thdng tin mang trén dia ban tinh Thanh Hoa.

- Xay dung va trién khai ké hoach hoat dong hang nam cta don vi chuyén
trach Gng ctu sy cb; doi tmg ciu sy cd: Chi thi sd6 13/CT-UBND ngay
04/11/2022 caa Chu tich UBND tinh vé viéc day manh bao dam an toan thong
tin mang va trién khai cac hoat dong ung cuu su c¢d an toan thong tin mang trén
dia ban tinh Thanh Hoa.

- Xay dyng, ban hanh quy ché diéu phdi, tng ctru su cb trong pham vi cta
tinh: K& hoach s6 139/KH-UBND ngay 17/7/2018 ctia UBND tinh vé Ung pho
su ¢d dam bao an toan thong tin mang trén dia ban tinh Thanh Hoa.

- Xay dyng va trién khai cac phuong an tng ciru khan cap bao dam an toan
thong tin mang trong pham vi tinh: K& hoach s6 139/KH-UBND ngay 17/7/2018
ctia UBND tinh vé Ung phé su cd dam bao an toan thong tin mang trén dia ban
tinh Thanh Hoa.

Il. KET QUA TRIEN KHAI QUYET PINH

- Vé t6 chirc dién tap ing cuu sy cb an toan thong tin mang (thong ké nam
2023 va tirng nam trudc do (néu co):

+ S6 luong cudc dién tap theo hinh thic thong thuong dugc to chuc: 6,
trong d6, dinh ky to chirc tir nam 2018 dén 2023, 01 nam/01 cugc.

+ S6 lugng cudc dién tap thuc chién dugc to chic: 02 cude, trong d6, nim
2022 (01 cudc); 2023 (01 cudc).
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+ 86  luong hé thong thong tin dugc lya chon dé to chuc dién tap thyc chién
(néu rd cip do hé thong duogc lya chon): 03 hé thong tin cap d6 3 1a Cong dich
vu cong cua tinh; Phan mém quan 1y van ban va hd so cong viée; phan mém mot
ctra dién tr tai Trung tadm dir li¢u cua tinh.

+ Chi tiét két qua hoat dong dién tip tmg ctru sy ¢b an toan thong tin mang;

* Pbi v6i cac hoat dong dién tap théng thudng duge to chuc dinh ky tir
nam 2018 dén nay: Céac cudc dién tap duogc t6 chuc trién khai voi thanh phan
tham dy 14 can by quan tri mang, chuyén trach/ban chuyén trach vé CNTT,
ATTT tai cac co quan, don vi trén dia ban tinh véi s6 lugng tham dy 180 hoc
vién/01 cudc. Noi dung cac cudc dién tap tip trung vao trién khai cac budc
phong ngtra, ngan chan va xay du:ng quy trinh Gmg ctru va xu 1y sy cb an toan
thong tin tai cac co quan, don vi; T6 chirc huan luyén va dién tap phong chong
tan cong co chu dich nham bao dam an toan thong tin mang cho cac hé thong
thong tin hoat dong thong subt, thudng xuyén, lién tuc 24/24; san sang cac giai
phép phong ngira va tng phé khi ¢ su ¢ vé an toan thong tin mang.

* Poi v6i cac hoat dong dién tap thue chién duge t6 chtc dinh ky tir nim
2022 dén nay: Thyuc hién Chi thi s6 60/CT-BTTTT ngay 16/9/2021 cia Bo
truong BO Thong tin va Truyén thong vé viéc to chirc trién khai dién tap thuc
chién bao dam an toan thong tin mang, tor nam 2022 dén nay déu phdi hop voi
Trung tam Ung ctru khan cap khong gian ‘mang Viét Nam (VNCERT/CC), Cyc
An toan thong tin (B6 Thong tin va Truyén théng) to chirc Dlen tap thuc chién
bao dam An toan thong tin mang véi 60 can bo chuyén trach vé CNTT, ATTT
tai cac co quan, don vi trén dia ban tinh. Dién tap thuc chién hang nam tap trung
Vo cac chii dé nham bao dam an toan thong tin tai Trung tam dir liéu va Piéu
hanh an toan, an ninh mang tinh Thanh Hoéa. Trong do, t6 chirc cac doi tin cong,
phong thu theo quy dinh nham tan cong, ra quet, khai thac cac 16 hong, diém yéu
bao mat dang ton tai trén cac hé thong thong tin dung chung cua tinh da dugc
phé duyét ho so cap do 3 vé an toan hé thong thong tin, Két qua, phat hién cac 15
hong nghiém trong trén cac hé thong, cho phép ké tan cong c6 thé chiém quyén,
thay doi thong tin lién quan, cu thé trong nam 2023 da phat hién 11 16 hong bao
mat dang ton tai voi 9 16 hong bao mat muc cao va 02 15 hong muc do trung
binh trén hé théng phan mém quan 1y vin ban.

- Két qua tham gia dién tap quoc gia va quoc té do Co quan diéu phdi quéc
gia, BO Thong tin va Truyén thong t6 chirc (két qua tham gia céc - nam): Tt nam
2018 den nay, tinh Thanh Hoa tham gia day du cac hoat dong dién tap qudc gia
va quoc té do Co quan diéu phdi qudc gia, B Thong tin va Truyén thong td
chire, két qua cu thé nhu sau:

+ Dién tap qudc gia nam 2019.

+ Dién tap qudc té ASEAN - Nhat Ban cac nam: 2018, 2020, 2021, 2022.

+ Dién tap quoc t& ACID céc ndm: 2018, 2020, 2021, 2022. Trong d6, ndm
2023 x€p hang 16/76 cac do1 tham duy.

+ Dién tap qubc t& APCERT cac nam 2022, 2023. Trong d6, ndm 2023 xép
hang 22/89 cac doi tham du.
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- Két qua td chirc cac khoa huan luyén, dao tao, sat hach cép chung chi ky
nang, ky thuat cho lyc luong diéu phéi, ung ciru su ¢d, bao dam ATTT: Thuc
hién cac chuong trinh dao tao ngin han vé an toan théng tin niam 2022 trong
khuon khd Dé 4an “Pao tao va phat trién ngudn nhan luc an toan thong tin giai
doan 2021 - 2025” do Bo Thong tin va Truyén thong t chirc, tinh Thanh Hoa cir
112 cén bd tham du cac 16p sau:

+ Nam 2022: Khoa dao tao co ban k¥ nang bao dam an toan thong tin cho
ha ting mang theo chuong trinh Certified Network Defender ECCouncil): 01
hoc vién; Khoa dio tao cac van dé trong quan 1y linh vuc an toan thong tin ma
lanh dao can biét theo chuwong trinh IS20-Top 20 Most Critical Security Controls
(Mile2): 01 hoc vién; Khoa dao tao co ban vé k§ ning, ki thuat dam bao an toan
thong tin theo chwong trinh Security+: 01 hoc vién; Khoa dio tao kién thirc, k§
ning bao dam an toan thong tin cho ngudi dung cudi (Thanh Hoa) (02 16p), 16p
01: 50 hoc vién, 16p 02: 52 hgc vién,;

+ Nam 2023: L6p boi dudng, tap huan vé bao dam an toan thong tin theo
cap d6 va trién khai bao dam an toan thong tin theo mo hinh 4 16p (khu vuc
mién Trung): 05 hoc vién; Khoa dao tao vé k¥ thuat phan tich bao mat theo
chuong trinh CySA+: 01 hoc vién; Khoa dao tao chuyén gia g ciru su ¢ theo
chuong trinh Certified Incident Handler: 01 hgc vién.

- S6 lugng can bd thanh vién Mang ludi Gmg ciru su ¢d an toan thong tin
mang tai tinh: 576

- Xay dung, trinh cdp c6 thim quyén ban hanh cac co ché dic thu va
chinh sach wu d3i nham thu hut, nang cao nang lyc doi ngli nhan sy lam cong
tac diéu phdi, ing ctru sy cb, bao dam ATTT: Tinh Thanh Hoéa di ban hanh
Nghi quyét s6 337/2020/NQ-HPND ngay 06/12/2020 vé ban hanh chinh sach
hd trg can bo, cong chtre, vién churc chuyén trach cong nghé thong tin trén dia
ban tinh Thanh Hoa.

- Két qua dau tu xdy dung va van hanh hé thong k¥ thuat hd tro bao vé, tmg
cliru su cé bao dam ATTT: Trong thoi gian qua, tinh Thanh Hoa da day manh
viéc trién khai tng dung CNTT phuc vu xay dung chinh quyén dién tir, cac dich
vu thanh phd thong minh va hoat dong chuyen d6i s6 mot cach toan dién va
ddng bd. Trong do, cac img dung, phan mém dung chung dugc trién khai tir cap
tinh den cap xa nhu Cong dich vu cong truc tuyén, phan mém mot cira dién ti,
phan mém quan ly van ban....Cac h¢ thong nay duogc cai dat, van hanh va bao
dam an toan thong tin tap trung tai Trung tam dir li¢u cua tinh.

Nhim bao dam cho cac hé théng trén hoat dong 6n dinh, théng sudt trén
mdi trudng mang. Tinh d trién khai dau tu cac trang thiét bi, giai phap bao mat,
an toan thong tin tai Trung tam dir liéu va cac s6, UBND cap huyén, cap xi nhu
xay dung Trung tdm diéu hanh an toan, an ninh mang cta tinh véi cac trang thiét
bi bao mat (DDoS, Firewall, IPS/IDS...); dau tu trién khai cac hé théng giam sat
an toan thong tin mang tai cac sd, ban, nganh va UBND cép huyén két ndi vé hé
théng giam sat tip trung cua tinh; cai dat phan mém phong chéng ma doc tap
trung trén cac may tram toan tinh...Céc hé théng trén déu thuc hién két ndi, chia
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sé dir liéu vé hé théng cua Trung tAm giam sat an toan khong gian mang qudc
gia (NCSC) theo quy dinh.

- T6 chrc trién khai hodc thué dich vu bao dam ATTT cho cac hé thé)ng
thong tin thudc trach nhiém quan Iy: Nham bao dam an toan thong tin cho cac hé
théng thong tin trén dia ban tinh, tinh Thanh Hoéa giao cho 01 don vi su nghiép
cong 1ap (truc thudc S Thong tin va Truyén thong) trong viée to chirc quan 1y,
van hanh cac hé théng ky thuat vé an toan thong tin dugc dau tu, trién khai
nham bao dam cho céac hé théng thong tin trén dia ban tinh dugc an toan, bao
mat va hoat dong lién tuc, 6n dinh 24/7.

- Phat hién va xtr Iy sy ¢b an toan théng tin mang;

+S6 luong su cd da phat hién tai tinh: 215, trong d6: Su cd tu phat hién:
202; Sy co tir cac canh bao cac don vi chuyén trach: 13.

+ S6 luong su ¢b da dugc xu 1y tai tinh/twong tmg véi ty 18 trén s luong
su ¢6 dugce phat hién: 215 (100% duoc xtr 1y).

+ Chi tiét két qua phat hién, xtr 1y sy ¢ an toan thong tin mang: Céc su cd
dugc phat hién va xir Iy bao gom: Tan cong tir chdi dich vu: 10; Tan cong sir
dung ma doc: 96; Truy cap trai phép, chiém quyén diéu khién: 27; Thay doi giao
dién: 20; Pha hoai thong tin, dit liéu, phdn mém: 45; Cac hinh thtc tin cong
khac: 17. Trong d6: su ¢b tu xir 1y: 199; Sy ¢b can hd trg xir 1y tir cac co quan
chuyén trach: 16.

VII. PANH GIA VIEC TRIEN KHAI QUYET PINH

- V& viéc hoan thanh cac muc tiéu: Trén co sé thuc hién Quyét dinh sd
1622/QD-TTg ngdy 25/10/2017 cta Thu twéng Chinh phi vé day manh hoat
dong cua mang ludi Gmg clu su cd, ting cudng niang lyc cho cac can b, bo
phén chuyén trach tng ctru su cd an toan thong tin mang trén toan quoc dén nam
2020, dinh huéng dén 2025. UBND tinh Thanh Hoéa di ban hanh Ké hoach s6
139/KH-UBND ngay 17/7/2018 ctia UBND tinh vé Ung pho su ¢ dam bao an
toan thong tin mang trén dia ban tinh Thanh Hoéa, trong d6 xac dinh 05 nhom
nhiém vu gin lién voi dia phuong dé tip trung t6 chirc thuc hién nham hoan
thanh cac muc ti€u dat ra.

Hién nay, cac nhdm nhiém vu da dugc tinh trién khai dap trng cac muc tiéu
dat ra theo Quyét dinh s0 1622/QD-TTg ngay 25/10/2017 cua Thu tuéng Chinh
phu, trong do: Tuyén truyen phd bién cac van ban quy pham phap luat; tap huén
nang cao nhan thc, kién thirc, k§ ning vé an toan thong tin mang; Danh gia cac
nguy co, su cd an toan thong tin mang; Phuong an d6i pho, tmg ctru dbi vi mot
sO tinh huong su c6 cu thé; Trién khai hoat dong thuong tryc, dleu phéi, xtr 1y,
g ctu sy cd; Trién khai huan luyén, dién tap, phong ngua sy cd, giam sat phat
hién, bao dam cac diéu kién sin sang ddi pho, timg ctru, khic phuc su cb.

- T chirec, ph01 hop thuc hién cac nhiém v Trén co s& Ké hoach sb
1§9/ KH-UBND ngay 17/7/2018 cua UBND tinh, nham chu dong trong cong tac
t6 chirc, phoi hop thuc hi¢én nhiém vy, UBND tinh giao cho co quan thuong truc
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la S& Thong tin va Truyén thong tinh chi tri, phdi hop véi cac co quan, don vi
trong tinh tap trung trién khai cac nhiém vu. Trong d6, phan cong, phan nhiém
giao cac nhi€ém vu cu thé cho cac co quan chu tri cac nhiém vu va phéi hop
nhim t6 chue trién khai, phdi hop trong qua trinh thuc hién.

- V& phan bd nguén lye: Trén co s¢ cac nhiém vu cua K& hoach vé trién
khai thyc hién Quyet dinh s6 1622/QD-TTg ngay 25/10/2017 cua Thu tudng
Chinh phu vé ddy manh hoat dong ctia mang luéi (mg ciru sur cd, ting cudng
nang luc cho cac can by, bo phén chuyén trach img clru su cd an toan thong tin
mang trén toan quoc dén nam 2020, dinh hudng dén 2025. Cac co quan, don vi
da xay dung K& hoach ndi bo dé to chire nguon lyc trién khai. Pong thoi tinh wu
tién bd tri kinh phi tir ngan sach nha nudc dé trién khai thuc hién cic nhiém vu
chi thuong xuyén cta Ké hoach theo quy dinh ctia Luat Ngan sach nha nudc cho
cac co quan, don vi cép tinh.
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Phu luc IV
BAO CAO, PANH GIA
KET QUA TRIEN KHAI CHI THI SO 14/CT-TTG NGAY 25/5/2018
CUA THU TUONG CHINH PHU VE VIEC NANG CAO NANG LUC
PHONG, CHONG PHAN MEM POQC HAI
(Kém theo Cong van sé /UBND-CNTT ngay  thiang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Chi thi s 14/CT-TTg ngay 25 thang 5 nim 2018 cta Thi tudng
Chinh phu vé viéc nang cao niang luyc phong, chdng phan mém doc hai. UBND
tinh Thanh Héa bao cao két qua nhu sau:

|. KET QUA TRIEN KHAI

1. Vé trién khai bao dam an toan hé thong thong tin theo cip dd

1.1. Xac dinh, phé duyét cip d6 an toan hé thong thong tin

- S6 hé thong thong tin cua tinh: 856

- S6 luong héqthéng thong tin da dugc phé duyét 115) so dé xuit cap do/tuong
ung voi ty 1€ trén tong s6 h¢ thong thong tin: 856 h¢ thong/dat ty 1¢ 100%.
Trong do:
ot S6 hé th(‘)?ng thong tin da dugc phé duyét cap do 1/tuong ung voi ty 1¢
phan tram trén tong s6 h¢ thong thong tin dugc phé duyét: 773 hé thong/tuong
ung ty 1€ 90,3%.
ot S6 hé thépg thong tin da dugc phé duyét cap do 2/tuong ung voi ty 18
phan tram trén tong s6 h¢ thong thong tin dugce phé duyét: 79 hé thong/tuong
ung ty 1€ 9,2%.
~ + 80 h¢ thong thong tin da dugc phé duyét cap do 3/twong tmg véi ty 18
phan tram trén tong s6 h¢ thong thong tin dugc phé duyét: 04 hé thong/tuong
ung ty 1€ 0,5%.
1.2. Ty 1& hé thong thong tin trién khai ddy du phwong 4n bao vé theo Ho
so d€ xuat cap do da dugc phé duyét
- S6 lugng hé thong thong tin da trién khai day du phuong an bao vé theo
Ho so dé xuat cap do da duoc phé duyét/tuong Ung voi ty 1 phan tram trén tong
s6 hé thong thong tin duoc phé duyét: 368 hé thdng/tuong tng ty 16 43%.
2. Phong chong phin mém doc hai
- Céc giai phap phong chdng mi doc dang str dung: Bkav Endpoint Al
- S6 lwong may chi/may tram cua tinh: 200/15.106
- S6 luong may chu ctia co quan nha nudc tai tinh dugce cai dit phong,
chong ma doc va chia s¢ thong tin véi Trung tam Giam sat an toan khong gian
mang quoc gia (NCSC)/tuong tng v6i ty 1€ phan tram: 200/100%
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-S6 lugng may tram ctia co quan nha nudc dugce cai dat phong, chéng ma
doc va chia se¢ thong tin voi Trung tdm Giam sat an toan khong gian mang quoc
gia(NCSC)/tuong tng vai ty 1€ phan tram: 2.322/15,37%

-S4 lugng IP botnet dugc phat hién, canh bao va xir 1y, loai bo ma doc: 7

- S6 lugng, két qua Chién dich ra soat ma doc da trién khai va tham gia
dudi sy phat dong cua Bo Thong tin va Truyen thong: Téng sb co quan, don vi
nhan duoc thong tin vé chién dich: 4183; Tong sb co quan, don vi trién khai
chién dich: 4151

- Viéc dam bao cau phan phu hop cho giai phap bao dam ATTT, giai phap
phong, chdng ma doc trong cac dy an dau tu tng dung cong nghé thong tin:
Trong qua trinh trién khai cac du an dau tu Ung dung cong ngh¢ thong tin trén
dia ban tinh, UBND tinh Thanh Hoa déu yéu cau dap ing cac tiéu chuan, quy
chuan va quy dinh vé théng sé k¥ thuat theo huéng din cua B Thong tin va
Truyén thong doi voi cac thanh phan dau tu lién quan dén bao dam ATTT, giai
phap phong, chong ma doc.

- Vi¢c chi dao cac co quan, don vi truc thugc khi mua sam céc thiét bi dién
tir 6 két ndi Internet (nhu camera giam sét, router, modem DSL v.v...) thuc hién
ra soat, kiém tra, danh gia vé ATTT; thiét 1ap cAu hinh ATTT phu hop véi quy
dinh trude khi dua vao stir dung, tuyét ddi khong st dung cdu hinh mic dinh:
UBND tinh ban hanh van ban chi dao cac co quan, don vi truc thudc khi mua
sam cac thiét bi dién tir c6 két ndi Internet (nhu camera giam sat, router, modem
DSL v.v...) thuc hién ra soat, kiém tra, danh gia vé ATTT; thiét 1ap cau hinh
ATTT phu hop vé6i quy dinh trudce khi dua vao st dung, tuyét ddi khong st dung
cu hinh mic dinh.

- Vige t6 chirc theo ddi, thong ké chi sb 1ay nhiém ma doc trén cac thiét bi
dau cudi, cac HTTT trong pham vi bd/dia phuong, dinh ky hang quy béao cdo vé
Bd Thong tin va Truyen thong trude ngay 20 cua thang cudi cung trong quy:
Trén co so cac h¢ thong, trang thlet bi, giai phap vé an toan thong tin va phong,
chéng ma doc trén thiét bi dau cudi da duoc dau tu, trién khai. Pinh ky hang
thang, déu thyc hién theo ddi, thong ké chi s6 1ay nhiém ma doc trén thiét bi dau
cudi va tai cac hé thong thong tin trén dia ban tinh. Pong thoi dinh ky bao cio sd
liéu vé BO Thong tin va Truyén thong theo quy dinh.

3. Viéc Kkiém tra, danh gia an toan h¢ thong thong tin day da cac noi
dung theo quy dinh tai Thong tw so 12/2022/TT-BTTTT ngay 12/8/2022:

- S6 lugng hé thong thong tin cua tinh d dugc kiém tra, danh gid/tuong
g voi ty 16 phan tram trén téng sd hé thong thong tin: 606 hé théng/ tuong tng
ty 1€ 70,79%.

Trong do:
+ S6 hé thdng thong tin dugce danh gid 16 hong, bao mat: 48 hé thong.
+ S6 hé théng thong tin duoc danh gid ma ngudn ung dung: 03 hé thong.
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4. Két qua ting cwong sir dung chir ky s6 cho vin ban dién tir tai cac
don vi, to chirc trong pham vi by, nganh, dia phwong minh

Nim 2020, UBND tinh Thanh Hoa ban hanh Chi thi s 15/CT-UBND ngay
18/5/2020 ctia Chu tich UBND tinh vé viéc tap trung chi dao d6i méi quy trinh
xtr Iy van ban, hd so cong viée, giai quyét TTHC chuyén tir méi truong lam viéc
gidy sang lam viéc trén méi truong dién tir trong cac co quan nha nude; Trén co
s d6 cung véi viée hoan thién hé théng phan mém Quan 1y van ban va Ho so
cong viéc trién khai dung chung tur cap tinh dén cip x4. Hién nay, viéc trao d6i
va xu ly van ban hé so lién thong trén moi trudong mang gilta cac quan khoi
Pang, chinh quyén, doan thé & ca 03 cap trén nén tang tich hop va chia s¢ dir
lidu cta tinh da dugc trién khai két ndi, lién thong. Trong d6 100% cac vin ban
dién tir da duoc ky $6 (trr van ban mat theo quy dinh), toan bo cac co quan, don
vi va can by cong chirc, vién chuc trén dia ban tinh da duogc cép chir ky )
chuyén dung chinh phu.

I1. PANH GIA VIEC TRIEN KHAI CHI THI

- T6 chirc, phdi hop thuc hién cac nhiém vu: Trén co sé thuc hién Chi thi
s6 14/CT-TTg ngay 25 thang 5 nam 2018 cua Thu tuong Chinh phu vé viéc
nang cao niang lyc phong, chong phan mem doc hai. UBND tinh Thanh Hoéa da
ban hanh cac vin ban chi dao t6 chure trién khai thyc hién cac nhiém vu, trong
d6 xac dinh cac nhom nhiém vu gan lién véi thue té dia phuong dé tap trung to
chirc thuc hién nhidm hoan thanh cic muc tiéu dit ra.

- Vé phan bo nguén luc: Trén co s& cac nhiém vu cta Chi thi s6 14/CT-
TTg ngay 25 thang 5 nam 2018 cta Thi tuéng Chinh phu vé viéc nang cao ning
lwc phong, chéng phan mém ddc hai. Cac co quan, don vi di xay dung Ké hoach
ndi b dé to chire ngudn lyc trién khai. Pong thoi tinh wu tién b tri kinh phi tir
ngan sach nha nudc dé trién khai thue hién cac nhiém vu chi thudng xuyén cua
Ké hoach theo quy dinh cua Luat Ngan sadch nha nudc cho cac co quan, don vi
cap tinh.
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Phu luc V
BAO CAO KET QUA TRIEN KHAI QUYET PINH
SO 1017/QP-TTG NGAY 14/8/2018 CUA THU TUONG CHIiNH PHU
(Kém theo Cong van sé /UBND-CNTT ngay  thiang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Quyét dinh s6 1017/QD-TTg ngay 14/8/2018 cua Thu tudng
Chinh phu phé duyét dé an giam sét an toan théng tin mang ddi véi hé théng,
dich vu cong nghé thdng tin phuc vu chinh pha dién tir dén nam 2020, dinh
hudéng dén nam 2025. UBND tinh Thanh Hoa béao cao két qua nhu sau:

1. X4y dung, hoan thién thé ché, tao co so phap 1y trong trién khai giam sat
an toan thong tin mang ddi véi hé thong, dich vu cong nghé thong tin phuc vu
Chinh phu dién tu.

Trién khai Quyét dinh s6 1017/QD-TTg ngay 14/8/2018 ctia Thu tudng
Chinh phu phé duyét dé an gidm sat an toan thong tin mang d6i véi hé thong,
dich vu cong ngh¢ thong tin phuc vu chinh phu dién tu dén nam 2020, dinh
huéng dén nam 2025. UBND tinh Thanh Hoa di ban hanh cac vian ban quy dinh
viéc quan 1y, van hanh, khai thac, sir dung va trién khai cong tic bao dam an
toan thong tin cho cac hé théng thong tin ciia tinh nham hoan thién thé ché, tao
co so phap 1y trong trién khai giam sat an toan thong tin mang ddi voi hé théng,
dich vu cong nghé¢ thong tin phuc vu Chinh phu dién tu.

2. Nhiém vy nang cao nang luc gidm sat an toan thong tin mang phuc vu
Chinh phu dién tu

Nhim nang cao ning lyc giam sat an toan thong tin mang bao dam cho cac
hé théng thong tin hoat dong on dinh, thong sudt, an toan, an ninh mang phuc vy
Chinh phi dién tir trén dia ban tinh. UBND tinh da trién khai dong bo cac giai
phap tir cong tac dao tao, tip huan va huan luyén bao dam an toan thong tin
mang cho can bg cong chirc, vién churc tai cac co quan, don vi cling nhu quan
tam dau tu, xdy dung mdi cac hé théng trang thiét bi k§ thuat nham chi dong
trong viéc thu thap, phan tich, giam sat an toan thong tin cia tinh.

3. Két qua thiét 1ap va nang cao hi¢u qua hoat dong cac h¢ thong quan trac
cO sO va gidm sat an toan mang co s& cua cac bg, nganh, dia phuong

UBND tinh d3 trién khai dau tu, xdy dung Trung tim giam sat diéu hanh an
toan, an ninh mang cta tinh voi pham vi giam sat tap trung cac hé thong thong
tin duoc luu trir, van hanh tai Trung tam dit li€u cua tinh cling nhu thiét 1ap céc
hé théng quan tric co s& ddi v6i cac hé théng thong tin cua sd, ban, nganh va
UBND cip huyén.

Hién nay, cac hé théng giam sat dang phat huy hiéu qua trong viéc thu
thap, phan tich cac nguy co mét an toan thong tin tai cac co quan, don vi nham
chu dong trong viéc tmg pho, xir 1y tir sém, tir xa. Bao dam cho cac hé thong
thong tin phuc vu Chinh pht dién tir dugc hoat dong an toan, thong sudt.
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4. Xay dung, phat trién ngudn nhan lyc giam sat, bao dam an toan thong tin
mang quoc gia

Dinh ky hang ndm, UBND tinh Thanh Hoa déu t6 chire cac 16p dao tao, tap
huén vé an toan thong tin cho cac dbi twong 1 can bo chuyén trach vé CNTT;
lanh dao phu trach CNTT cua cac co quan, don vi. Déng thoi, t6 chie cac hoat
dong dién tap an toan thong tin nhim nang cao ning luc, phat trién ngudn nhan
luc vé hoat dong gidm sat, bao dam an toan thong tin mang ddi vai cac hé théng
thong tin phuc vu Chinh phu di¢n tir trén dia ban tinh dugc hoat dong an toan,
thong subt.

5. Panh gia viéc trién khai thuc hién

- V& viéc hoan thanh cdc muc tiéu: Trén co s& thuc hién Quyét dinh s
1017/QD-TTg ngay 14/8/2018 ciia Thu tuéng Chinh phi phé duyét dé an giam
sat an toan thoéng tin mang d6i véi hé thdng, dich vu cong nghé thong tin phuc
vu chinh phu dién tir dén nam 2020, dinh hudéng dén nam 2025. UBND tinh
Thanh Hoéa di ban hanh cac van ban chi dao t6 chirc trién khai thuc hién cac
nhiém vy, trong d6 xac dinh cac nhom nhi¢m vu gén lién véi thuc té dia phuong
dé tap trung t6 chirc thuc hién nham hoan thanh cac muc tiéu dat ra.

- T6 chuc, phéi hop thuc hién cac nhiém vu: UBND tinh Thanh Hoéa giao
cho co quan thudng truc 1a S& Thong tin va Truyén thong tinh chu tri, phéi hop
v6i cac co quan, don vi trong tinh tap trung trién khai cac nhiém vu. Trong do,
phan coéng, phan nhiém giao cic nhiém vu cu thé cho cac co quan chu tri cac
nhiém vu va phéi hop nham t6 chtrc trién khai, phdi hop trong qua trinh thuc hién.

Vé phan bd ngudn luc: Trén co sd cac nhiém vu cia Quyét dinh s
1017/QD-TTg ngay 14/8/2018 ciia Thu tuéng Chinh phii phé duyét dé an giam
sat an toan thong tin mang ddi véi hé thong, dich vu cong nghé thong tin phuc
vu chinh phu dién tu dén nam 2020, dinh hudéng dén nam 2025. Céc co quan,
don vi da xay dung K& hoach ndi bd dé t6 chirc nguén luc trién khai. Déng thoi
tinh wu tién bd tri kinh phi tir ngan sach nha nudc dé trién khai thuc hién céc
nhiém vu chi thudng xuyén ctia Ké hoach theo quy dinh ctia Luat Ngan sach nha
nuéc cho cac co quan, don vi cap tinh.
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Phu luc VI
BAO CAO, PANH GIA KET QUA TRIEN KHAI
CHI THI 14/CT-TTG NGAY 07/6/2019 CUA THU TUONG CHINH PHU
VE VIEC TANG CUONG BAO PAM AN TOAN, AN NINH MANG
NHAM CAI THIEN CHI SO XEP HANG CUA VIET NAM
(Kém theo Cong van sé /UBND-CNTT ngay  thiang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Chi thi s6 s6 14/CT-TTg ngay 07/6/2019 cua Thii tuéng Chinh
phu vé viéc tang cuong bao dam an toan, an ninh mang nham cai thién chi so
xep hang cua Viét Nam, UBND tinh Thanh Hoa bao céo két qua nhu sau:

|. KET QUA TRIEN KHAI CHI THI

1. V& chi dinh, kién toan diu mdi don vi chuyén trach vé an toan thong
tin mang

- Xay dung, ban hanh quy dinh chirc nang, nhiém vu va quyén han don vi
chuyén trach ATTT: UBND tinh Thanh Hoa da ban hanh cac quy dinh chuac
nang, nhiém vu va quyén han cho S& Thdng tin va Truyén thong thuc hién don
vi chuy@n trach vé ATTT trén dia ban tinh, cu thé nhu sau:

+ Quyét dinh sé 1283/2017/Qb-UBND ngay 25/4/2017 cua UBND tinh vé
viéc ban hanh Quy ché dam bao an toan théng tin mang trong hoat dong Gng
dung cbng nghé thdng tin cua cac co quan quan 1y nha nudc tinh Thanh Hoéa.

+ Quyég dinh s6 26/2022/QD-UBND ngay 15/6/2022 cua UBND tinh
Thanh Hoéa vé viéc quy dgnh chirc nang, nhiém vy, quyen han va co cau t6 chac
cua So Thong tin va Truyén thdng tinh Thanh Hba.

2. Cong tac giam sat, lrng ciru s ¢d an toan thong tin mang, bao vé hé
thong thong tin thudc quyén quan ly

- Thong béo thong tin dau méi thuc hién giam sat, tng ctu su cd ATTT vé
Bo Thoéng tin va Truyén thong: Tinh Thanh Hoéa da thong bao thong tin dau moi
thuc hién giam sat, ang ctu su ¢ ATTT tai Vin ban s 9177/UBND-CNTT
ngay 18/7/2019 cia UBND tinh Thanh Hoéa vé viéc trién khai thuc hién Chi thi
s6 14/CT-TTg ngay 07/6/2019 cua Thu tuéng Chinh phu.

- Két qua tu thuc hién giam sat, ung clru sy cd ATTT, bao vé HTTT thude
quyén quan ly hoac lya chon t6 chuc, doanh nghi¢p c6 du nang luc dé thuc hién:
Thuc hién cac Van ban 2973/BTTTT-CATTT ngay 04/9/2019 cua Bo Thong tin
va Truyén thong vé viéc huong dan trién khai hoat dong giam sat an toan thong
tin trong co quan, tO chitrc nha nudc; Chi thi sé 14/CT-TTg ngay 07/6/2019 veé
viéc tang cuong bao dam an toan, an ninh mang nham cai thién chi s6 xép hang
ctia Viét Nam;). UBND tinh Thanh Hoa da dau tu xay dung Trung tam Giam sat
va diéu hanh an toan, an ninh mang cua tinh dua vao van hanh nam 2020.

Trung tam Gidm sat va diéu hanh an toan, an ninh mang cua tinh da dugc
trién khai cac gidi phap an toan, bdo mat; trang thiét bi chuyén dung nham bao
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v¢, phat hién som, ngan chan va phong ngua chu dong cac hinh thuc tan cong
mang tr bén ngoai vao cac cac dir liéu, phan mém Gng dung CNTT dugc trién
khai cai dit va duy tri tap trung tai Trung tdm dit liéu cua tinh. Pong thoi, con
trién khai thuc hién nhiém vu gidm sat, ngan chan cac hinh thirc tAn cong mang
tai cac co quan, don vi nham bao vé mot cach téng thé va toan dién trén dia
ban tinh.

Hang niam, qua nghiép vu giam sat, phan tich trén hé thdng giam sat tai
Trung tdm diéu hanh an toan, an ninh mang cia tinh, Trung tdm CNTT va
Truyén thong da phat hién 20.351 diém yéu, 16 hong lién quan dén céc loai hinh
tan cong mang vao Trung tdm dir liéu va mang nodi bd cua cac co quan, don vi
trén dia ban tinh. T chuc trién khai hd trg ung ctu hang tram luogt su cd truc
tiép va gian tiép lién quan dén cic phan mém dung chung, hé thdng thong tin
cua cac co quan, don vi trén dia ban tinh. Qua do, da bao dam cho cac hé thong
thong tin, phan mém ding chung va tai cac co quan, don vi duoc phat hién va
xtt 1y kip thoi cac nguy co tin cong mang, khong dé dién ra cac su ¢ mat an
toan thong tin nghi€ém trong trén dia ban tinh.

3. Cong tac kié‘m tra, danh gia an toan thong tin mang cho hé thong
thong tin thu¢c quyén quan ly

Két qua thuc hién kiém tra, danh gia ATTT va thuc hién bao cao vé BoO
Thong tin va Truyén thong(van ban/tai lidu/két qua): Pinh Ky hang nim, UBND
tinh chi dao cac co quan, don Vi chirc ning thyuc hién Kiém tra, danh gia an toan
thong tin d6i véi cac hé thong théng tin ding chung cua tinh va cac Cong/trang
thong tin dién tir cua tinh. T6 chuc, kiém tra viéc trién khai bao dam an toan
thong tin theo cap do duoc phé duyét theo quy dinh caa Nghi dinh 85/2016/ND-
CP ngay 01/7/2016 cua Chinh pha vé bao dam an toan hé théng thong tin theo
cap d6. Bong thoi phdi hop véi cac don vi c6 chirc nang dé danh gia doc 1ap an
toan thong tin cho cac cong/trang thong tin dién tir trén dia ban tinh. Qua do, da
d6n dbc cac co quan, don vi nghiém tdc trién khai cong tac bao dam an toan
thong tin theo quy dinh cua phép luat ciing nhu phat hién va chu dong khac phuc
cac 16 hong bao mat, bao dam cho cac phan mém, dich vu dugc hoat dong an
toan, théng sudt.

4. Két qua chia sé thong tin vé cong tac bao dam ATTT

- Két qua chu dong dang tai thong tin, sé liéu vé phap 1y, k¥ thuat, to chuc,
nang cao nang luc va hop tac ATANM trong linh vuc phu trach 1én Cong thong
tin dién tu va cac phuong tién truyén thong dé hd tro cac to chirc tra ctru, didu
tra, khao sat, thong ké va xép hang:

Trén co s& cac vin ban chi dao Trung wong, Bo Thong tin va Truyén thong
vé cong tac bao dam an toan thong tin. UBND tinh Thanh Héa da chi dao céc co
quan, don vi t6 chuc trién khai cac nhiém vu vé an toan thong tin va thuc hién
dang tai thong tin, s6 liéu vé phap 1y, k¥ thuat, to chirc, nang cao ning luc va
hop tic ATANM trong linh vuc phu trach 1én Cong thong tin dién tir va céac
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phuong tién truyén thong dé hd tro cac to chirc tra ctru, diéu tra, khao sat, thong
ké va xép hang, cu thé nhu sau:

+ Xay duyng va van hanh chuyén trang an toan thong tin tai dia chi
https://attt.thanhhoa.gov.vn nham cung cap day du thong tin nhanh chong va kip
thoi vé tinh hinh an toan, an ninh mang trén dia ban tinh; cac cong cu va tai li¢u
tham khao, huéng dan cac k§ ning trong bao dam an toan trén khong gian mang
cho nguo1 dan, doanh nghiép.

+ Hudng dan cc co quan nha nudc trén dia ban tinh md cac chuyén muc vé
an toan thong tin trén cac cong/trang thong tin dién tir; ting cudng viéc cap nhat
cac van ban quy pham phap luét, vin ban hudng din vé an toan thong tin; cp
nhat kip thoi cac su kién, dién bién va cac canh bao Vé an toan thong tin trén céc
cong/trang thong tin dién tir, tao diéu kién cho céc to chiic, c4 nhan c6 thé khai
thac, tra ciru, nam bat thong tin duoc kip thoi.

5. B6 tri kinh phi cho cong tac bao dam ATTT

- Béo cdo két qua thyc hién bao dam ty 1€ kinh phi chi cho cac san pham,
dich vu ATTT dat to1 thiéu 10% trong tong kinh phi trién khai ké hoach ting
dung cong nghé thong tin hang ndm, giai doan 5 ndm va cac dy 4n cong ngh¢
thong tin:

Hang nam, UBND tinh b tri kinh phi dau tu tir NSNN chi cho an toan thong
tin va kinh phi thuong xuyén tir NSNN chi cho an toan thong tin bao dam dat t6i
thiéu 10% trong tong kinh phi trién khai ké hoach tmg dung cong nghé thong tin
hang nam, giai doan 5 ndm va cac dy an cong ngh¢ thong tin.

I1. PANH GIA VIEC TRIEN KHAI CHI THI

- T6 chire, phodi hop thyc hién cdc nhiém vu: Trén co s6 thyc hién Chi thi
s6 14/CT-TTg ngay 07/6/2019 cta Thi tuéng Chinh phu vé viéc tang cudng bao
dam an toan, an ninh mang nham cai thién chi s6 xép hang cua Viét Nam.
UBND tinh Thanh Héa di ban hanh cac van ban chi dao to chirc trién khai
thuc hién cac nhiém vu, trong d6 xac dinh cdc nhém nhiém vu gén lién v&i thuc
té dia phuong dé tap trung t6 chire thuc hién nham hoan thanh cac muc tiéu dit
ra. Pong thoi, UBND tinh Thanh Hoa giao cho co quan thudng truc 1a S& Thong
tin va Truyén thong tinh chi tri, phdi hop voi cac co quan, don vi trong tinh tap
trung trién khai cac nhiém vu. Trong d6, phan cong, phan nhiém giao cac nhiém
vu cu thé cho céc co quan chu tri cac nhiém vu va phéi hop nham td chire trién
khai, phdi hop trong qua trinh thyc hién.

- Vé phan bo nguén luc: Trén co s& cac nhiém vy cta Chi thi s6 14/CT-
TTg ngay 07/6/2019 ctia Thi tuéng Chinh phu vé viéc ting cudng bao dam an
toan, an ninh mang nham cai thién chi sb Xép hang cua Vi¢t Nam. Cac co quan,
don vi da xay dung K& hoach ndi bo dé t6 chirc nguén luc trién khai. Déng thoi
tinh wu tién b tri kinh phi tir ngan sadch nha nudc dé trién khai thuc hién céac
nhiém vu chi thuong xuyén cua K& hoach theo quy dinh cta Luat Ngan sach nha
nuéc cho cac co quan, don vi cap tinh.


https://attt.thanhhoa.gov.vn/
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Phu luc VII
BAO CAO KET QUA TRIEN KHAI QUYET PINH SO 1907/QD-TTG
NGAY 23/11/2021 CUA THU TUONG CHIiNH PHU PHE DUYET PE AN
"TUYEN TRUYEN NANG CAO NHAN THU'C VA PHO BIEN KIEN
THUC VE AN TOAN THONG TIN GIAI POAN 2021 - 2025"
(Kém theo Cong van sé /UBND-CNTT ngay  thiang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Quyét dinh sé 1907/QD-TTg Ngay 23/11/2021 cua Thu tudng
Chinh phii phé duyét Dé an “Tuyén truyén, nang cao nhan thic va pho bién kién
thirc vé an toan thong tin giai doan 2021 - 2025”. UBND tinh Thanh Hoéa bao
céo két qua nhu sau:

I. KET QUA TRIEN KHAI

1. Xay dung Ké hoach tuyén truyén, ning cao nhan thirc va pho bién
kién thirc vé an toan thong tin

- Xay dyng va ban hanh K& hoach tuyén truyén, nang cao nhan thtrc va phd
bién kién thirc vé ATTT giai doan va hang ndm: Quyét dinh s6 1039/QD-UBND
ngay 29/3/2021 cua UBND tinh Thanh Hoa vé viéc ban hanh Ke hoach tuyén
truyén, nang cao nhan thirc, phd bién kién thirc va dio tao ngudn nhan lyc an
toan thong tin, giai doan 2021-2025 trén dia ban tinh Thanh Hoéa.

2. Két qua trién khai cac hoat dong tuyén truyén, nang cao nhin thirc
vé an toan thong tin tai tinh

- S6 luong nguoi st dung Internet trén dia ban tinh dugc tiép can cac hoat
dong tuyén truyén trén tong s6 ngudi st dung Internet trén dia ban tinh/thanh
phé (chi ap dung véi cac dia phuong): 2.419.344

- S6 lugng cong chuce, vién chirc, nguoi lao dong cua tinh dugce tiép can cac

hoat dong tuyén truyén trén tong s6 cong chirc, vién chirc, nguoi lao dong cua
tinh: 15.008

- Chi tiét cac hoat dong tuyén truyén: Can cu Quyét dinh s6 1907/Qb- TTg
ngay 23/11/2020 cua Thu tuéng Chinh phu Ve phé duyét Bé an “Tuyén truyén,
nang cao nhan thtc va pho bién kién thtic vé an toan thong tin giai doan 2021-
2025” va Quyet dinh s6 21/QD-TTg ngay 06/01/2021 cua Thu tudng Chinh phu
vé phé duyét Dé an “Dao tao va phat trién ngudn nhan lyc an toan thong tin giai
doan 2021-2025”. Tinh Thanh Hoa dd ban hanh Quyét dinh sb 1039/Qb-UBND
ngay 29/3/2021 cua UBND tinh Thanh Hoa vé viéc ban hanh Ke hoach tuyén
truyén, nang cao nhan thire, phd bién kién thirc va dao tao ngudn nhan luc an
toan thong tin, giai doan 2021-2025 trén dia ban tinh Thanh Hoéa.

- Pinh ky hang nam, tinh Thanh Hoéa da trién khai cac hoat dong tuyén
truyén, nang cao nhan thirc va trach nhiém vé an toan thong tin nhu sau:
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+ Trién khai cac Phong su tuyén truyén pho bién vé an toan thong tin:
Dinh ky hang quy, Dai Phat thanh va Truyen hinh tinh xay dyng, san xuét cac
ban tin vé an toan thong tin nham cung cap thong tin vé tinh hinh an toan thong
tin, nang cao nhan thirc, tradch nhiém vé bao dam an toan thong tin.

~ + Xay dung, phat hanh cac ban tin An toan thong tin dinh ky 02 thang/01
s0; Cung cap thong tin nhanh va kip thoi vé tinh hinh an toan thong tin trén dia
ban tinh tai dia chi: https://attt.thanhhoa.gov.vn.

Mat khac, UBND tinh thuong xuyén chi dao, hudng dan cac co quan bao
chi trén dia ban tinh, hé thong truyen thanh, truyén hinh cc huyén, thi xa, thanh
phé, dai truyen thanh cac x4, thi trin diy manh cong tic tuyén truyén, ning cao
nhan thtrc vé an toan thong tin trén cac phuong tién thong tin dai chung. Thuc
hién dang tai cac quy dinh ctia phap luat va viét tin, bai, phan anh cac ndi dung
vé an toan thong tin trén trang thong tin dién tir cia cac don vi.

- T6 chuc, trién khai Chién dich “Thang hanh dong tuyén truyén vé nhan
dién va phong chong Itra ddo tryc tuyén.

+ UBND tinh da chi dao cac co quan, don vi trén dia ban tinh phé bién tai
liu vé phong chéng lira ddo truc tuyén nham nang cao nhan thirc va k¥ ning dam
bdo an toan thong tin cho cén bd, cong chire, vién chirc ngudi lao dong trong cac
co quan, don vi, doanh nghié¢p, trudng hoc va ngudi dan trén dia ban huyén vé cac
dau hiéu nhan biét, cling nhu cach phong tranh vé6i 24 hinh thic ltra dao truc
tuyén va céc clip tinh hudng lira dao phd bién hién nay tai Viét Nam.

+ Dai Phat thanh va Truyén hinh tinh d3 ding tai gan 20 tin bai lién quan
dén nhan dién va phong chéng lira dao triuc tuyén trén 5 ban tin Thoi su truyén
hinh; cac chuyén muc c6 lién quan. Trén co s dung céac tai lidu tuyén truyén
ctia BO Thong tin va Truyén thong, Bao Thanh Hoa di xay dung 04 tin bai, noi
dung canh bao ngudi dan vé cac hinh thic lira dao truc tuyén hién nay.

+ Cac Trang thong tin dién tir cia UBND cap huyén, cip xi déu mo
Chuyén muc/Muyc riéng hodc dua cac tai licu tuyén truyén trén chuyén muc
Chuyen 601 s6 dé to chirc tuyén truyen Chién dich “Thang hanh dong tuyén
truyén Ve nhén dién va phong chong lira dao truc tuyen Hé théng Truyén
thanh cap huyén, cap x3 trén toan tinh thuc hién phat voi tan suat 03 nga‘ly/tuﬁn
06 luot phat/tuan (27 huyén, thi x&, thanh phd va 559 x4, phuong, thi tran)
tuyén truyén vé cac dau hiéu nhén biét, cing nhu cach phong tranh véi 24 hinh
thuce Iitra dao truc tuyén va cac clip tinh hudng lira dao pho bién hién nay tai
Viét Nam.

3. Tuyén truyén, pho bién, nang cao nhan thirc, trach nhiém va cac ky
nang co ban bao dam an toan thong tin trén khéng gian mang qua cac
phwong tién thong tin dai chiing, truyén théng xa hoi

- Thiét 1ap va phat trién céc trang (tai khoan/kénh) trén cac nén ting mang

xa hoi dé tuyén truyén, pho bién, nang cao nhan thuc va k¥ ning bao dam
ATTT; lan truyen nhiing kién thuc, hanh dong, thong tin tich cuc, dinh hudng
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thong tin cho nguoi dung, tranh anh huong cua thong tin vi pham phap luét:
UBND tinh chi dao S¢ Thong tin va Truyén thong huong dan cac co quan, don
Vi thlet 1ap va phat trién cac trang trén cac nén tang mang xa hoi nhim tuyén
truyén, phd bién, nang cao nhan thic va k§ ning bao dam ATTT; lan truyén
nhing kién thtrc, hanh dong, thong tin tich cuc, dinh hudng thong tin cho ngudi
dung, tranh anh huong cta thong tin vi pham phap luat. Trong d6 kénh Zalo cua
tinh do S¢ Thong tin va Truyén thong quan tri dang hoat dong hiéu qua trong
viéc cung cdp thong tin toan dién vé hoat dong cta tinh dén hon 1,5 triéu ngudi
dung nén tang Zalo trén dia ban tinh.

- San xuat ndi dung tin bai, anh, video, clip tao xu thé,... dé dang, phat trén
cac trang mang xa hoi, cac kénh, nén tang khac nhau va trén phuong tién truyén
thong dai chiing: Thyc hién bién tdp nhiéu tin, bai vé an toan thong tin va céc
thong tin canh bao, khuyén cao doc gia, chia sé k¥ nang bao dam an toan thong
tin dang tai trén Cong thong tin dién tir cia tinh, Trang thong tin dién tir ctia SO
Thong tin va Truyén thong va trén Bao Thanh Hoéa, cac trang mang x4 hoi, cac
kénh, nén tang khac nhau.

- Xay dung, thiét 1ap va duy tri thuong xuyén cac chuyén muc, chuyén
trang trén cac phuong tién thong tin dai chung: UBND tinh Thanh Hoéa chi dao
xay dung, thiét 1ap va duy tri thuong xuyén cac chuyén muc, chuyén trang vé an
toan thong tin trén cac phuong tién thong tin dai chung nhu DPai Phat thanh va
Truyén hinh tinh; Bao Thanh Hoa.

- San xuat cac chuong trinh, phim, bai hat, phong su, trao ddi, dbi thoai,
chuyén dé chuyén sau trén hé thong phat thanh, truyén hinh: Dinh ky hang quy,
UBND tinh giao S& Thong tin va Truyen thong ph01 hop vé1 Dai Phat thanh va
Truyen hinh tinh xay dung, san Xudt cac ban tin vé an toan thong tin nham cung
cap thong tin vé tinh hinh an toan thong tin, nang cao nhan thic, trach nhiém veé
bao dam an toan thong tin.

- Xay dung cac chuyén muc, chuyén trang dua tin va bai viét trén hé thong
bao chi, bao dién tir, trang tin dién tir, dién dan truc tuyén: UBND tinh Thanh
Hoa chi dao, hudng dan céac co quan bao chi trén dia ban tinh, h¢ théng truyén
thanh, truyén hinh cac huyén, thi x&, thanh phd, dai truyen thanh cac x4, thi trin
day manh cong tac tuyén truyén, nang cao nhan thirc vé an toan thong tin trén
cac phuong tién thong tin dai chung. Thuc hién dang tai cac quy dinh cua phap
luat va viét tin, bai, phan anh cc ndi dung vé an toan thong tin trén trang thong
tin dién tr cua cac don vi. Dong tho1, xay dung, phat hanh cac ban tin An toan
thong tin dinh ky 02 thang/01 sd; thiét 1ap chuyén trang dién tir nhdm cung cap
thong tin nhanh va kip thoi vé tinh hinh an toan thong tin trén dia ban tinh tai dia
chi: https://attt.thanhhoa.gov.vn.

4. Tuyén truyén, phé bién, nang cao nhan thirc va cac ky ning co ban
bao dam an toan théng tin qua cac hé théng théng tin co sé

- Thyc hién tuyén truyén theo tung diém cung cép dich vu céng nghé thong
tin, dich vu mang hodc cac thiét bi CNTT; ap dung vo1 cac khu vuc c6 dong
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ngudi sir dung mang, tai cac diém sir dung may tinh cong cong, cac diém phu
song mang khong day va truy cap Internet cong cong: UBND tinh da chi dao So
Thong tin va Truyen thong hudng dan cac dia phuong t6 chuc trién khai thuc
hién tuyén truyén theo timg diém cung cap dich vu cong nghé théng tin, dich vu
mang hodc céc thiét bj CNTT; ap dung vo1 cac khu vuc c6 dong ngudi sir dung
mang, tai cac diém sir dung may tinh cong cong, cac diém phil sdng mang khong
day va truy céap Internet cong cong.

- Tuyén truyen trén co sO truyen thanh - truyen hinh cép huyén va hé théng
dai truyén thanh cap xa: Hé théng Truyen thanh cap huyén, cap xa trén toan tinh
thuc hién phat voi tan suat 03 ngay/tuan 06 luot phat/tuan (27 huyén, thi xa,
thanh phd va 559 xa, phudng, thi trin) tuyén truyén, phd bién, nang cao nhan
thirc va cac k§ nang co ban bao dam an toan thong tin.

- Tuyén truyén trén cac céng/trang thong tin di¢n tir, mang ndi bd cua cac
CO quan, té chtrc nha nudc: Cac trang thong tin dién tir cua cac so, ban, nganh va
UBND cap huyén, cap xa déu mo Chuyén muc/Muc riéng hodc dua cac tai liéu
tuyén truyén trén chuyén muc Chuyén doi s6 dé to chirc tuyén truyén pho bién,
nang cao nhan thuc va cac ky nang co ban bao dam an toan thong tin.

II. PANH GIA TINH HINH TRIEN KHAI

- Vé viéc hoan thanh cac muc tiéu: Trén co sé thuc hién Quyét dinh sd
1907/Qb- -TTg ngay 23/11/2021 cua Thu twéng Chinh phu phé duyét Pé an
“Tuyén truyén, nang cao nhan thirc va pho bién kién thirc vé an toan thong tin
gial doan 2021 - 2025”. UBND tinh Thanh H6a dd ban hanh cic van ban chi
dao to churc trién khai thuc hién cdc nhiém vu, trong d6 xac dinh cac nhém
nhiém vu gan lién véi thuc té dia phuong dé tap trung to chtrc thuc hién nhim
hoan thanh cac muc tiéu dat ra.

- T chirc, phéi hop thyc hién cac nhiém vu: UBND tinh Thanh Hoa giao
cho co quan thudng truc 12 S& Thong tin va Truyén thong tinh chu tri, phbi hop
v6i cac co quan, don vi trong tinh tap trung trién khai cac nhiém vu. Trong do,
phan cong, phan nhiém giao cc nhiém vu cu thé cho cac co quan chu tri cac
nhiém vu va phéi hop nham t6 chtc trién khai, phéi hop trong qua trinh thuc hién.

- V& phéan bd ngudn lyc: Trén co sé cac nhiém vu cia Quyét dinh sd
1907/Qb-TTg ngay 23/11/2021 cua Thu tuéng Chinh phu phé duyét Pé an
“Tuyén truyén, nang cao nhan thirc va pho bién kién thirc vé an toan thong tin
giai doan 2021 - 2025”. Cac co quan, don vi da xay dung K& hoach ndi bo dé td
chtrc ngudn lyc trién khai. Pong thoi tinh wu tién bd tri kinh phi tir ngan sach
nha nudc dé trién khai thuc hién cac nhiém vu chi thuong xuyén cua K& hoach
theo quy dinh ctia Luat Ngan sach nha nuée cho céc co quan, don vi cap tinh.
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Phu luc VIII
BAO CAO KET QUA TRIEN KHAI QUYET DINH SO 21/QD-TTG
NGAY 06/01/2021 CUA THU TUONG CHINH PHU PHE DUYET DE AN
“PAO TAO VA PHAT TRIEN NGUON NHAN LUC AN TOAN THONG
TIN GIAI POAN 2021 - 2025”
(Kém theo Cong van sé /UBND-CNTT ngay  thiang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Quyét dinh sé 21/QD-TTg Ngay 06/01/2021 cua Thu tudng
Chinh phu phé duyét DBé an “Dao tao va phat trién ngudn nhan lc an toan théng
tin giai doan 2021 - 2025”. UBND tinh Thanh Hda bao céo két qua nhu sau:

Il. KET QUA THUC HIEN

1. Vé xay dung Ké hoach dao tao va phat trién ngudn nhéan luc an toan
thong tin

- Xay dung va ban hanh Ké hoach do tao va phat trién nguén nhan lyc an
toan thong tin giai doan va hang nam: Quyet dinh s6 1039/Qb-UBND ngay
29/3/2021 cia UBND tinh Thanh Hoa vé viéc ban hanh Ké hoach tuyén truyén,
nang cao nhan thirc, phd bién kién thirc va dao tao ngudn nhan luc an toan théng
tin, giai doan 2021-2025 trén dia ban tinh Thanh Hoa.

2. V& trién khai dao tao ngin han vé an toan thong tin

-S6 luong can bd chuyén trach/kiém nhiém vé an toan thong tin tai tinh
trén tong s6 can bd cong chuc, vién chuc, nguot lao dong: SO lugng can bd
chuyén trach: 64/ S6 luong can bo ki€ém nhiém: 792/ Tong s6 can bd cong chire,
Vién churc, nguoi lao dong 15.008

- S6 luong can bd thanh vién Mang ludi Gmg ctru su ¢d an toan thoéng tin
mang tai tinh: 576

- S6 khéa dao tao an toan thong tin do tinh ty t6 chirc (s6 luong va két qua
theo tirng ndm):

+ Nam 2022: T6 chirc trién khai 04 16p dao tao an toan thong tin.

+ Nam 2023: T chirc trién khai 04 16p dao tao an toan thong tin.

- S6 can bd chuyén trach, kiém nhiém an toan thong tin duoc tham gia cac
16p dao tao an toan thong tin hang nam/dat ty 1€ phan tram (s6 luong can bg va
sO luot dao tao theo tirng nam): 64/100%.

- S6 can bd don vi chuyén trach tham gia, tuan tha cac khoéa dao tao ngén
han v€ an toan thong tin do B Thong tin va Truyén thong t6 chirc/tong s6 can
bo dugc triéu tap: 10/10.

- S6 chuyén gia an toan thong tin mang (bao gdm ca chuyén gia thué ngoai)
dap tng chuan k¥ ning vé an toan thong tin do Bo Théng tin va Truyén thong
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quy dinh theo Chi thi s6 18/CT-TTg ngay 13/10/2022 cua Thi tuéng Chinh phu:
05 chuyén gia.

-S4 lugng can bo, cc}ng chtrc, vién chure va nguoi lao dong c6 sir dung thiét
b1 CNTT duogc dao tao kién thirc, k§ nang ATTT cua nguoi dung: 3.360 nguoi.

II. PANH GIA TINH HINH THUC HIEN

- V& viéc hoan thanh cac muc tiéu: Trén co so thuc hién Quyét dinh sd
1907/Qb-TTg ngay 23/11/2021 cua Thu tudng Chinh phu phé duyét Pé 4n
“Tuyén truyén, ning cao nhan thirc va phd bién kién thirc vé an toan thong tin
giai doan 2021 - 2025”. UBND tinh Thanh Héa da ban hanh cic van ban chi
dao to churc trién khai thuc hién cdc nhiém vu, trong d6 xac dinh cac nhém
nhiém vu gén lién voi thue té dia phuong dé tap trung td chic thuc hién nham
hoan thanh cac muc tiéu dat ra.

- T6 chtic, phdi hop thuc hién cac nhiém vu: UBND tinh Thanh Héa giao
cho co quan thuong truc 1a S¢ Thong tin va Truyén thong tinh chi tri, phdi hop
v6i cac co quan, don vi trong tinh tap trung trién khai cac nhiém vu. Trong do,
phan coéng, phan nhiém giao cic nhiém vu cu thé cho cac co quan chu tri cac
nhiém vu va phéi hop nham t6 chtrc trién khai, phdi hop trong qua trinh thuc hién.

- Vé phan bd nguén luc: Trén co sé cac nhiém vu cta Quyét dinh sd
1907/Qb-TTg ngay 23/11/2021 cua Thu tuéng Chinh phu phé duyét Pé an
“Tuyén truyén, nang cao nhan thirc va pho bién kién thic vé an toan thong tin
giai doan 2021 - 2025”. Cac co quan, don vi da xay dung K& hoach ndi bo dé to
chtic ngudn luc trién khai. Pong thoi tinh wu tién bo tri kinh phi tir ngan sach
nha nudc dé trién khai thuc hién cac nhiém vu chi thuong xuyén cta Ké hoach
theo quy dinh ctia Luat Ngin sich nha nuéc cho cac co quan, don vi cép tinh.
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Phu luc IX

, BAO CAO KET QUA TRIEN KHAI
QUYET DINH SO 830/QD-TTG NGAY 01/06/2021 CUA THU TUONG
CHINH PHU PHE DUYET CHUONG TRINH “BAO VE VA HO TRQ

TRE EM TUONG TAC LANH MANH, SANG TAO TREN MOI
TRUONG MANG GIAI POAN 2021 - 2025”
(Kém theo Cong van sé /UBND-CNTT ngay  thiang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Quyét dinh sé 830/Qb-TTg ngay 01/06/2021 cua Thu tudng
Chinh phu phé duyét chuong trinh “Bao vé va hd tro tré em tuwong tac lanh
manh, sang tao trén moi treong mang giai doan 2021 - 2025. UBND tinh Thanh
Hoa bao céo két qua nhu sau:

I. KET QUA TRIEN KHAI
1. Thong tin chung vé cong tac chi dao trién khai thwe hién
Ban hanh Ké hoach trién khai Quyét dinh 830/Qb-TTg:

Thuc hién Quyét dinh sé 830/QP-TTg ngay 01/6/2021 cua Thu tudng
Chinh phu phé duyét Chuong trinh “Bao vé va hd tro tré em tuong tac lanh
manh, sang tao trén modi truong mang giai doan 2021-2025”, UBND tinh Thanh
Hoéa di ban hanh Ké hoach s6 287/KH-UBND ngay 22/12/2021 vé viéc trién
khai thuc hién Chuong trinh “B4o vé va hd tro tré em twong tac lanh manh, sang
tao trén moi truong mang giai doan 2021-2025” trén dia ban tinh Thanh Hda,
véi cac muc tiéu: (1) Bao vé thong tin bi mat doi sdng riéng tu, bi mat ca nhan
cua tré em khi tré em tiép can thdng tin, tham gia cac hoat dong trén méi truong
mang va ngan chan, xir ly cac hanh vi lgi dung moéi treong mang thuc hién céac
hanh vi bi nghiém cam di véi tré em duéi moi hinh thirc theo quy dinh cua
phap luat; (2) Trang bi kién thirc, ki nang sé cho tré em theo timg do tudi dé biét
tu bao vé minh va biét cach tuong tac an toan trén moi trudng mang; (3) Truyén
thong dén toan x& hoi, tap trung vao cac dbi tuong cha, me, gido vién, ngudi
cham soc tré em vé kién thic, ki nang hd tro, dinh hudng tré em tuong tac an
toan, lanh manh, sang tao trén méi treong mang; (4) Thuc hién cac giai phap
chu dong phong ngura, phat hién cac hanh vi xam hai tré em trén méi truong
mang, dam bao cac diéu kién can thiét dé tré em dugc tham gia an toan, lanh
manh trén moi trudng mang va cé cac giai phap ho tro phi hop de tré em phuc
hoi khi chiu tac dong tiéu cuc tir méi truong mang; (5) Tuy@n truyén, tng dung
hé sinh thai cac san pham cta Viét Nam trén moi trudng mang dap wng nhu cau
hoc tap, giai tri cua tré em trén moi trudng mang.

- Pau mbi dugc phan cong theo ddi trién khai:

UBND tinh Thanh Hoa da ban hanh K& hoach s 287/KH-UBND ngay
22/12/2021 vé viéc trién khai thuc hién Chuong trinh “Bao vé va hd tro tré em
tuong tac lanh manh, sang tao trén moi truong mang giai doan 2021-2025” trén
dia ban tinh Thanh Hda. Trong d6 giao S& Lao dong, Thuong binh va Xa héi (co
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quan tham muu thuc hién chirc ning quan 1y nha nudc vé tré em) hang nam déu
ban hanh ké hoach thuc hién Chwong trinh “Bao vé va hd tro tré em tuong tac
lanh manh, séng tao trén méi trudng mang” (ndm 2022 ban hanh Ké hoach s
31/KH-SLDTBXH ngay 28/02/2022; nam 2023 ban hanh Ké hoach sé 54/KH-
SLDTBXH ngiy 20/3/2023).

Can clr chtrc nang, nhiém vu dugc giao, cac sé, nganh, co quan, don vi Cap
tinh vd UBND cac huyén, thi x4, thanh phé dd ban hanh day du cac ké hoach,
van ban chi dao, hudng dan trién khai, 16ng ghép thuc hién cong tac bao vé va
ho tro tré em tuong tac lanh manh, sang tao trén moi trudng Mang trong cac van
ban thuc hién cdng tac tré em ndi chung phu hop véi diéu kién thuc té cua ting
co quan, don vi, dia phuong; tang cuong thuc hién céng tac bao vé tré em va
phong, chéng xam hai tré em.

- Tong s6 vu xam hai tré em trén moi truong mang (néu co):

+ Téng sb vu da tiép nhan: Nam 2022, trén dia ban tinh xay ra 08 vu Xam
hai tré em trén moi trudong mang; Nam 2023, c6 09 vu xam hai tré em trén moi
truong mang.

+ Tong s6 da xur 1y: Pa xtr Iy 17 vu xam hai tré em trén moi trudng mang.

- COng tac tiép nhan, xr 1y cac bao cao, thac mac vé Bao vé tré em trén moi
trudng mang (néu cod):

Nham ting cudng trach nhiém va sy phi hop trong lanh dao, chi dao diéu
hanh cta cac s, nganh dbi véi cong tac phong, chong bao luc, xdm hai tinh duc
tré em (nhat 1a viéc can thiép trong truong hop tré em can duoc bao vé khan
cap) va bao dam su chi dao thdng nhét cua cac so, nganh trong cong tac phong,
chéng bao lyc, xam hai tinh duc tré em, S& Lao dong, Thuong binh va X3 hoi
phdi hop véi S Gido duc va Dao tao, S¢ Y té, Cong an tinh théng nhat ky két,
ban hanh Chuong trinh phi hop vé phong, chdng bao luc, xam hai tinh duyc tré
em trén dia ban tinh Thanh Hoa, giai doan 2023-2025.

2. Kinh phi thuc hién chwong trinh dwoc b tri:

Kinh phi thuc hién Chuong trinh “Bao vé va hd tro tré em tuong tac lanh
manh, sang tao trén moi truong mang” dugc Sé Lao dong, Thuong binh va Xa
hoi sir dung tir ngudn ngan sach nha nudc caa tinh b tri thuc hién cong tac tré
em (kinh phi thuc hién cong tac tré em thong qua S¢ Lao dong, Thuong binh va
X& hoi ndm 2022 13 2.040 triéu déng; nam 2023 14 2.040 triéu dong).

3. Két qua cac hoat dong tuyén truyén, gido duc kién thirc, ky niing can
thiét cho tré em dé tham gia méi trwed'ng mang an toan

- Trong nam 2022 va nam 2023, S& Lao dong, Thuong binh va Xa hoi da
day manh cac hoat dong thong tin, tuyén truyén, giao duc kién thic, ki ning bao
Vvé tré em va phong, chéng xam hai tré em, trong d6 c6 16ng ghép nodi dung bao
vé, ho tro tré em tuong tac lanh manh, sang tao trén mdi trudng mang.

+ Phéi hgp VoI Tinh doan, S¢ Gi4o duc va Dao tao, S Vin hoa, Thé thao
va Du lich, T6 chac Tam nhin Thé giagi tai Viét Nam, cac don vi, dia phuong co6
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lien quan t6 chic Dién dan tre em cap tinh nim 2022 véi chi dé: “Chung tay
bao vé tré em, hay Ién tleng phong, chéng xam hai, bao luc tré em”; in va cap
phat 30.000 to roi truyén thong ve phong, chdng bao luc, xam hai tre em; san
Xut, ldp dat 12 pa-nd truyén thong dang tai ndi dung phong, chdng bao luc, xam
hai tré em va Tong dai dién thoai quéc gia bao vé tré em 111; van dong 03 nha
mang (Vién thong Thanh Hoa, Mobifone Thanh Hda, Viettel Thanh Hda) ho tro
gui tin nhan véi ndi dung “Huong tng Thang hanh dong vi tré em: Hay [én
tiéng dé ngan chan moi hanh vi xam hai, bao luc tré em. Trong giit tré em moi
ldc, moi noi dé phong tranh dudi nuéc” téi hon 3 triéu thué bao sir dung dién
thoai di dong trong toan mang ludi trén pham vi toan tinh.

+ T6 chtic 72 16p tap huan trang bi kién thuc, k§ nang bao vé, cham soc tré
em cho 4.480 ngudi la cha, me, nguoi chdm soc tré em va tré em tai cong ddng
Ve phong, chéng xam hai tré em (noi dung: phé bién kién thuc, ky nang co ban
vé bao vé tré em trén moi truong mang cho tré em theo ting nhom tuoi dé tré
biét ty bao vé ban than va biét cach twong tic an toan, lanh manh trén moi
truong mang; cach thiic nhan dién, théng bao, to giac hanh vi xam hai tré em
trén moi trudng mang, V.v...).

+ Tuyén truyén, pho blen rong rai vé duong day nong tiép nhan thong tin,
hd tro xu ly, giai quyet Ccac Van dé vé tré em (Tong dai dién thoai québc gia bao
vé tré em 111 va Tong dai dién thoai Ngoi nha Anh Duong 18001744 tai Trung
tam Cung cap dich vu cong tac xa hoi Thanh Hoa) dé nguoi dan lién hé khi co
nhu cau duge tu van, trg gidp.

+ Long ghép thong tin, phd bién noi dung ctia Chuong trinh “Bao vé va hd
tro tré em tuong tac lanh manh, sang tao trén moéi truong mang giai doan 2021-
2025 tai cac hoi nghi, hoi thao, tap huan vé cong tac tré em ma Sé LBTBXH
dang trién khai thuc hién.

+ Chi dao, hudng dan UBND cap huyén, cap xa day manh thyc hién cac
hoat dong truyén thong trén hé thong thong tin co' s¢ ve nhing rui ro va nguy
co tiém an trén moi trudng mang ddi véi tré em (thong tin xau, doc hai, xam
pham doi tu, xam hai tinh duc v.v...); trach nhiém cuta cha, me¢, nguoi cham
sdc tré trong viéc gido duc, ho tro tré em tuong tac lanh manh, an toan trén moi
trueong mang.

- S& Gido duc va Pao tao da tuyén truyén cac noi dung cua Tai lidu
“Huéng dan sir dung an toan cac phan mém, cong cu day, hoc truc tuyén” dén
toan thé can bo, gido vién, cac em hoc sinh va cha, me hoc sinh nham tu trang bi
kién thic, k¥ ning co ban dé nhan biét cac nguy co mét an toan théng tin trén
khéng gian mang ndi chung, trong qua trinh day, hoc truc tuyén néi riéng, dé tir
d6 tu bao vé minh, bao vé 16p hoc cua minh trén khéng gian mang; tuyén truyén
noi dung Quyét dinh sb 447/QD-BGDDT ngay 31/01/2024 cua Bo truong Bo
Giao duyc va Pao tao phé duyét husng dan bao dam an toan thong tin, tham gia
moi truong mang an toan doi vaéi hoat dong giang day, quan ly gido duc va tai
liéu huéng dan dam bao an toan thong tin, tham gia moi trudng mang an toan
d6i voi hoat dong giang day, quan ly gido duc dén toan thé can bo, gido vién,
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hoc sinh trong toan nganh bang nhiéu hinh thic khac nhau: tai cac cudc hop,
giao ban, sinh hoat du¢i co, dang tai trén congltrang théng tin dién ta cua don
vi; 16ng ghép trong hoat dong quan ly, giang day noi dung nang cao nhan thuc,
kién thtrc, k¥ nang vé tim quan trong cua an toan thong tin trong giao duc, quan
ly rai ro va nguy co an ninh mang, stir dung an toan cac céng cu truc tuyen tao
mot moi trudong hoc tip an toan, dang tin cdy, noi ma tré em, hoc sinh c6 thé
kham pha va hoc hoi ma khong phai lo ngai vé cac nguy co an ninh mang, v.v...

II. BAO CAO KET QUA CHI TIET

Trién khai Quyét dinh s6 830/QP-TTg ngay 01/06/2021 ctua Thu tudng
Chinh phu phé duyét chu:0’ng trinh “Bdo vé va hd trg tré em tuong tac lanh
manh, sang tao trén modi truong mang giai doan 2021-2025. Thyc hién Ké hoach
s6 287/KH-UBND ngay 22/12/2021 vé viéc trién khai thyc hién Chuong trinh
“Bao vé va hd trg tré em tuong tac lanh manh, sang tao trén moi trudéng mang
gial doan 2021-2025” trén dia ban tinh Thanh Hoa, UBND tinh da chi dao, to
chtrc trién khai cac nhiém vu duge giao, két qua cu thé nhu sau:

- S¢ Lao dong, Thuong binh va Xa hoi phdi hop véi cac s, ban, nganh, dia
phuong trién khai thuc hién déng bo céac giai phap, bién phap bao vé tré em ¢ 3
cap d6 (phong ngira, hd trg, can thiép), hd tro tré em tiép can céc dich vu bao vé
an toan khi bi xdm hai hodc cé nguy co bi xam hai trén moi treong mang (chd
trong dén hoat dong tu van, tro gilp cho tré em bi x&m hai trén méi trudng
mang phuc hoi vé tam ly, thé chat va tinh than); chi dao cac co s& tro gilp xa
hoi trén dia ban tinh trién khai thuc hién céc hoat dong tu van, hd trg tam 1y cho
tré em bi xam hai (dic biét 1a tré em bi xdm hai trén méi trudng mang) dé thuc
hién cac bién phép hd tro, can thiép kip thoi nham bao vé an toan cho tré em,
gilp cac em sém dn dinh tam 1y va sic khoe dé duy tri hoc tap, hoda nhap va phét
trién toan dién.

- S& Gi4o duc va Pao tao chi dao cac co s gido duc 16ng ghép céc kién
thic, ky nang s cho tré em theo do tudi trong cac mdn hoc dang giang day
trong cac nha truong theo chuwong trinh cua B6 Giao duc va Pao tao quy dinh,
dic biét 1a chu dé& "Pao dtc, phap luat va van hoa trong mdi truong sd" cua bo
mén Tin hoc (Sach gido khoa Tin hoc 16p 3: Bdi 9: Luu trit, trao déi, bdo vé
théng tin cua em va gia dinh; Sach gido khoa Tin hoc lop 4: Bai 6: Sur dung
phan mém khi dwoc phép; Sach gido khoa Tin hoc 16p 5: Bai 5: Ban quyén néi
dung thdng tin; Sach gido khoa Tin hoc lop 6: Bai 9: An toan thdng tin trén
Internet; Sach gido khoa Tin hoc I6p 7: Bai 5: Ung xi trén mang; Sach giao
khoa Tin hoc lop 8: Bai 4. Dao dirc va van hoa trong su dung céng nghé ky
thugt sé; Sach giéo khoa Tin hoc I6p 9: Bai 4: Mgt sé vdn dé phap |i vé si dung
dich vu Internet; Sach giao khoa Tin hoc lop 10: Bai 11: ('fng Xz trén moi
triong so. Nghia vu ton trong ban quyén; Sach giao khoa Tin hoc lép 11: Bai 9:
Giao tiép an toan trén Internet; Sach gido khoa Tin hoc I6p 12: Bai 6: Giao tiép
ung xu trong khdng gian mang).

- C4c s0, nganh, co quan, don vi, dia phuong phdi hop té chirc cac hoat
dong thanh tra, kiém tra, giam sat viéc thuc hién cac chu truong, duong 16i cua
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Pang va chinh sach, phap luat cia Nha nudc vé bao vé tré em; kiém tra, xac
minh, bao cao nhiing vu viéc lién quan dén xam hai tré em trén mdi truong
mang dé kip thoi phdi hop xir ly, giai quyét; kién nghi co quan co tham quyen
xu 1y cac d6i tugng Xam hai tré em; kip thoi giai quyét théng tin té giac, t6 céo
lién quan dén cac hanh vi xam hai tré em trén moi trudng mang.

I11. PANH GIA VIEC TRIEN KHAI QUYET PINH

- V& viéc hoan thanh cdc muc tiéu: Trén co s& thuc hién Quyét dinh s6
830/Qb-TTg ngay 01/06/2021 ctia Thu tuéng Chinh pht phé duyét chuong trinh
“Bao vé va hd tro tré em tuong tac lanh manh, sang tao trén mdi trudng mang
giai doan 2021 — 2025. UBND tinh Thanh Hoa da ban hanh cac van ban chi
dao to churc trién khai thuc hién cdc nhiém vu, trong do xac dinh cac nhém
nhiém vu grfm lién véi thue té dia phuong dé tap trung t6 chuc thue hién nham
hoan thanh cac muc tiéu dit ra. Cu thé nhu sau:

+ Chuong trinh “Bdo vé va hd trg tré em tuong tac lanh manh, sang tao trén
moi truong mang” da nhan duoc sy quan tim cia cap uy, chinh quyén cac cép;
nhén dugc su tng hd cua cac co quan, doan thé, gia dinh va tré em, hoc sinh trén
dia ban toan tinh.

+ Céac muc tiéu, chi tiéu cua ké hoach co ban déu dat ké hoach dé ra: 100%
hoc sinh dugc tiép can, hinh thanh k§ ning khi tham gia méi truong mang an
toan; 100% tré em 1a nan nhan bi xam hai trén mdi trudng mang duoc hd tro, can
thi¢p khi c6 yéu cu tir ban than tré em hodc tir nguoi than, cong déng xa hoi;
100% cac t6 chirc, ca nhan khi bi to giac, phat hién vi pham quy dinh ciia phép
luat dbi voi tré em trén moi trudng mang bi xtr 1y theo quy dinh ciia phap luét.

- T chirc, phéi hop thuc hién cadc nhiém vu: UBND tinh Thanh Hoa giao
cho co quan thudng tryc 1a S& Lao dong, Thuong binh va Xa hoi chu tri, phdi hop
vai1 cac co quan, don vi trong tinh tap trung trién khai cac nhiém vu. Trong do,
phan coéng, phan nhiém giao cic nhiém vu cu thé cho cac co quan chu tri cic
nhiém vu va phéi hop nham tb chirc trién khai, phéi hop trong qua trinh thuc hién.

- Vé phan bo nguén luc: Trén co s& cac nhiém vu cua Quyét dinh s6
830/QDb-TTg ngay 01/06/2021 cua Thu tuéng Chinh phu phé duyét chuong trinh
“Bao vé va hd trg tré em tuong tac lanh manh, sdng tao trén moi trudong mang
giai doan 2021-2025”. Cac co quan, don vi da xay dung K& hoach néi bo dé to
chtrc ngudn luc trién khai. Pong thoi tinh uu tién bé tri kinh phi tir ngan sach
nha nudc dé trién khai thuc hién cac nhiém vu chi thuong xuyén cua Ké hoach
theo quy dinh ctia Luat Ngan sach nha nudc cho cac co quan, don vi cip tinh.

IV. KHO KHAN VUONG MAC

- Nguén luc thuc hién Chuong trinh “Bao vé va hd tro tré em tuong tac
lanh manh, sang tao trén mdi trudng mang” van con han ché, chua dap tmg nhu
cau hién nay.

+ Diéu kién kinh té - xa hoi cua cac dia phuong trong tinh con khé khan;
nguon kinh phi tir ngan sach Nha nudc bd tri dé thuc hién cong tac tré em nodi
chung, thuc hién Chuong trinh “Bdo v¢ va hd trg tré em tuong tac lanh manh,
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sang tao trén moi truong mang” ndi riéng con han ché (cip huyén, cip xi hau
nhu khéng b tri kinh phi).

+ Ha tang, thiét bi cong nghé thong tin (mdy tinh, phong may) phuc vu cho
cong tac quan ly, day hoc (dac biét 1a bo mén Tin hoc) chua dap u’ng dugc yéu
cau co ban cua Bo chi s6 danh gia mic 4o chyen d6i s6 cua co s& gido duc phd
thong va gido duc thuong xuyén (theo Quyét dinh 4725/QD-BGDDT ngay
30/12/2022 cua B truong Bo Giao duc va Pao tao).

+ Céan b0 lam cong tac tré¢ em & cép huyén, cép x4 déu 1a kiém nhiém,
thuong xuyén co su thay doi, bién dong nén cong tic quan 1y, nim bat thong tin
va can thi€p, trg giip tré em c6 hoan canh dic biét, tré em bi xam hai, tré em bi
xam hai trén moi truong mang tai co s& doi khi chua kip thon.

+Sb lugng cén bo, gido vién thiéu nhiéu & cac bac hoc Mam non, Tiéu hoc,
Trung hoc co so (dic biét 1a sd luong gido vién giang day mon Tin hoc - nhan
lwc thuong duoc phan cong kiém nhiém cac nhiém vy vé tng dung céng nghé
thong tin, chuyén doi sb trong cac nha trudng).

V. PE XUAT, KIEN NGHI

- Pé nghi B Thong tin va Truyén thong, Bo Lao dong - Thuong binh va
Xa hoi, B6 Gido duc va Pao tao, cac bg, nganh c6 lién quan: tiép tuc xay dung
tai liéu, huéng dan dam bao an toan thong tin, tham gia modi trudng mang an
toan dbi voi tré em.

- Bé nghi UBND tinh, UBND céc huyén, thi xa, thanh phd: hd tro kinh phi,
tang ngudn dau tu céng cho cac co s gido duc, co quan quan 1y gido duc dau tu
ha tﬁng co s& vt chat, trang thiét bi tao diéu kién thuan loi trong thuc hién cac
nhiém vy tng dung cong nghé thong tin, chuyén doi sé tai don vi.
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Phu luc X )

BAO CAO, PANH GIA KET QUA TRIEN KHAI CHI THI SO
18/CT-TTG NGAY NGAY 13 THANG 10 NAM 2022 CUA THU TUONG
CHINH PHU PAY MANH TRIEN KHAI CAC HOAT PONG UNG CUU

SU CO AN TOAN THONG TIN MANG VIET NAM
(Kém theo Cong van sé /UBND-CNTT ngay  thiang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Chi thi s6 18/CT-TTg ngay ngay 13 thang 10 ndm 2022 cia Thu
tuong Chinh phu vé day manh trién khai cac hoat dong g ctu sy €o an toan
théng tin mang Viét Nam. UBND tinh Thanh Hoa bao cao két qua nhu sau:

I. VE QUAN TRIET VA TO CHUC TRIEN CHI THI
1. X4y dung va ban hanh Ké hoach trién khai

- Xay dung, ban hanh K& hoach trién khai déy manh hoat dong ing ctru su
cd an toan thong tin mang Viét Nam: Chi thi s6 13/CT-UBND ngay 04/11/2022
ctia Chu tich UBND tinh vé viéc ddy manh bao dam an toan thong tin mang va
trién khai cac hoat dong ung cuu su ¢ an toan thong tin mang trén dia ban tinh
Thanh Hoa.

- Xay dung va ban hanh phuong 4n, kich ban tng ctru su ¢d cho hé théng
thong tin trudc ngay 31/12/2022 (tai van ban/tai liéu): Ké hoach sd 139/KH-
UBND ngay 17/7/2018 cua UBND tinh vé Ung ph6 su ¢6 dam bao an toan
thong tin mang trén dia ban tinh Thanh Hoa.

- S6 lugng chuyén gia ATTT (bao gdm ca chuyén gia thué ngoai) dap rng
chuan ky ning vé ATTT do B¢ Thong tin va Truyén théng quy dinh: 05
chuyén gia.

- Két qua td chure, kién toan lai cac Doi ung cuu sy cd trude ngay
31/12/2022: Quyét dinh sd 4872/QD-UBND ngay 19/11/2019 cta Chu tich
UBND tinh Thanh Héa vé viéc thanh lap Doi tng ctru sy ¢b an toan thong tin
mang tinh Thanh Hoa; Giam dbc S¢ Thong tin va Truyén thong ban hanh Quyet
dinh s6 313/QD-STTTT ngay 12/10/2022 vé viéc kién toan Doi tmg ctu sy ¢b
an toan thong tin mang trong co quan nha nudc trén dia ban tinh Thanh Hoéa.

- Viéc ban hanh ké hoach va t6 chirc dién tip thuc chién ti thiéu 01
lan/ndm d6i voi HTTT cap d6 3 tro 1én (tai van ban/tai lidu): Ké hoach sb
66/KH-TTCNTh6ng tin va Truyén thong ngay 04/4/2023 cua Trung tam Cong
nghé thong tin va Truyén thong tinh Thanh Hoa vé viéc dién tap thuc chién bao
dam an toan thong tin mang nam 2023.

- Viéc ban hanh ké hoach va trién khai viéc chit dong thuc hién san lung
mdi nguy hai va ra quet 10 héng trén cac HTTT trong pham vi quéan 1y t6i thiéu
01 14n/6 thang: Chi thi s6 13/CT-UBND ngay 04/11/2022 cta Chu tich UBND
tinh vé viéc déy manh bdo dam an toan thong tin mang va trién khai cac hoat
dong mg ciru sy ¢b an toan thong tin mang trén dia ban tinh Thanh Hoa.
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Viéc cong bd thong tin dau méi (sé dién thoai, thu dién tir hodc cac kénh
lien lac khéc) tiép nhan thdng béo su cd trén cbng thdng tin dién tir don vi trudc
ngay 31/10/2022: UBND tinh Thanh Hoéa di coéng bd thong tin dau méi tiép
nhan thong bao sy ¢c6 trén cong thdng tin dién tir caa tinh, bao gém thong tin s6
dién thoai, thu dién tt, don vi tiép nhan sy ¢6 an toan thong tin mang tai dija chi:
https://thanhhoa.gov.vn/portal/Pages/Cong-khai-thong-tin-UCSC.aspx va trang
thong tin dién tir ciia co quan chuyén trach 13 S& Thong tin va Truyén thdng tai
dia chi: https://stttt.thanhhoa.gov.vn/NewsDetail.aspx?1d=10782

- S6 1an tham gia chuong trinh huan luyén, dién tap cho Co quan diéu phdi
quoc gia chu tri (s6 lan/két qua): Tur nam 2022 den nay, tinh Thanh Hoa tham
gia day du cac hoat dong dién tap quéc gia va quoc té do Co quan diéu phdi
qudc gia, B6 Thong tin va Truyén thong to chire, két qua cu thé nhu sau:

+ Dién tap qudc té ASEAN - Nhat Ban
+ Dién tap qudc té ACID
+ Dién tap quoc té APCERT

- Viéc b6 tri du kinh phi bao dam hoat déng cta Doi ing ciru sy cd; thu hut
nhan lyc chat lugng cao vao 1am cong tac ung ctru sy cd an toan thong tin mang:

Dinh ky hang nam, UBND tinh Thanh Hoa bO,'[I'l kinh phi tor nguon NSNN trong
viéc bdo dam hoat dong ctia Boi ing ctru sy ¢o.

- Cung cap, chia sé¢ bao nhiéu théng tin vé sy ¢ mat an toan thong tin
mang vé Bo Théng tin va Truyén théng (Cuc ATTT): Thuc hién Cong vin sb
2034/CATTT-VNCERTCC ngay 16/11/2023 cua Cuc an toan théng tin, BO
Théng tin va Truyén thong vé viéc béo cdo tinh hinh trién khai hoat dong cua
thanh vién Mang lugi Ung ctu sy ¢6 nam 2023; Can ctr tai Biém ¢, Muyc 1, Diéu
6 vé trach nhiém, quyén han cua cac thanh vién mang luéi tai Thong tu sb
20/2017/TT BTTTT ngay 12/9/2017 cia Bé Thong tin va Truyén thong Quy
dinh vé diéu phéi, tng cau su ¢6 an toan thong tin mang trén toan quéc. Dinh ky
06 thang va 01 ndam, UBND tinh giao S¢ Thong tin va Truyén thong bao céo
cung Cap s6 lugng sy ¢d mat an toan thong tin mang vé Bo Thong tin va Truyen
thong. Bong thoi, thuong xuyén thuc hién viéc tlep nhan va chia se¢ thong tin vé
tinh hinh xt 1y su ¢6 mat an toan théng tin trén nén tang diéu phdi xir Iy su ¢b
(https://irlab.vn) do B Théng tin va Truyén thdng trién khai.

To chire dién tap vng ctru sir o an toan thong tin mang:
- S6 luwong cude dién tap theo hinh thirc thong thuong duoc t6 chie: 02
-S6 luong cude dién tap thuc chién duoc to chire: 02

-S6 1uo’ng hé théng thong tin dugc lya chon dé :[6 chirc dién teip,thu’c chién
(néu 10 cap do h¢ thong dugc lya chon): 03 hé thong thong tin cap do 3 tai
Trung tam dir liéu tinh.

- Chi tiét két qua hoat dong dién tap tmg ctru sy ¢b an toan thong tin mang:


https://thanhhoa.gov.vn/portal/Pages/Cong-khai-thong-tin-UCSC.aspx
https://irlab.vn/
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+ To chirc 16p dao tao, huan luyén va t6 chuc dién tap cho cong tac Ung
ctru sy cd va bao dam an toan thong tin mang nam 2022 va nim 2023 cho 180
can bo quan tr1 mang, can bd chuyén trach vé CNTT, thanh vién to ung cliru sy
¢d an toan thong tin mang tai cac co quan, don vi; td chirc 16p tap huén trién
khai bao dam an toan thong tin va ing ciru su ¢b theo mé hinh bao vé 4 1p cho
120 can bd can b cua Van phong Tinh uy, cidc huyén uy, thi ty, thanh ay va
UBND cip huyén Vin phong UBND tinh, Vin phong doan PBQH va HDND
tinh, cac S&, ban, nganh.

+ T chuc dién tap thuc chién dam béo an toan thong tin mang vao 03 hé
thong tin cap do 3 1a Cong dich vu cong cua tinh; Phan mém quan 1y vin ban va
hd so cong viéc; phén mém mot cira dién tur tai Trung tam dir li€u cua tinh; Qua
d6 phat hién c6 11 16 hong bao mat dang ton tai v6i 9 16 hong bao mat muc cao
va 02 16 héng mirc d6 trung binh.

I1. PANH GIA VIEC TRIEN KHAI CHI THI

- T6 chue, phéi hop thuc hién cac nhiém vu: Trén co s¢ thuc hién Chi thi
s6 18/CT-TTg ngay ngay 13 thang 10 nam 2022 cta Thu tuéng Chinh phi vé
day manh trién khai cac hoat dong Umg ctru su c¢d an toan thong tin mang Viét
Nam. UBND tinh Thanh Hoa di ban hanh cac van ban chi dao td chuc trién
khai thuc hién cac nhi€ém vy, trong d6 xac dinh cdc nhom nhi€ém vu gén lién véi
thuc té dia phuong dé tap trung to chuc thyc hién nham hoan thanh cac muc tiéu
dit ra. Pong thoi, UBND tinh Thanh Hoa giao cho co quan thudng truc 13 So
Thong tin va Truyén thong tinh chi tri, phdi hop voi cac co quan, don vi trong
tinh tp trung trién khai cac nhiém vu. Trong d6, phan coéng, phan nhiém giao
cac nhiém vu cu thé cho cac co quan chu tri cdc nhi¢m vy va phéi hop nham tb
chure trién khai, phdi hop trong qua trinh thuc hién.

- V& phan bb ngudn luc: Trén co sd cac nhiém vu cta Chi thi s6 18/CT-
TTg ngay ngay 13 thang 10 nam 2022 cua Thu tuéng Chinh phu vé ddy manh
trién khai cidc hoat dong mg ciru su c¢d an toan thong tin mang Viét Nam.
UBND tinh, cac co quan, don vi da xay dung Ké hoach noi bd dé to chirc nguon
luc trién khai. Pong thoi tinh wu tién b tri kinh phi tir ngan sach nha nudc dé
trién khai thue hién cac nhiém vu chi thuong xuyén ctia Ké hoach theo quy dinh
ctia Luat Ngan sach nha nudc cho cac co quan, don vi cap tinh.
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Phu luc XI
BAO CAO, PANH GIA KET QUA TRIEN KHAI CHI THI SO
23/CT-TTG NGAY 26/12/2022 CUA THU TUONG CHIiNH PHU VE
TANG CUONG CONG TAC BAO PAM AN TOAN THONG TIN MANG,
AN NINH THONG TIN CHO THIET BI CAMERA GIAM SAT
(Kém theo Cong van sé /UBND-CNTT ngay  thiang nam 2024
cua Chu tich UBND tinh Thanh Hoa)

Trién khai Chi thi s6 s6 23/CT-TTg ngay 26/12/2022 cua Thu tuéng Chinh
phu v€ tang cuong cong tac bao dam an toan thdng tin mang, an ninh thong tin
cho thiét bi camera giam sat, UBND tinh Thanh Héa béo céo két qua nhu sau:

|. KET QUA TRIEN KHAI CHI THI

1. Vige xac dinh cap d6 an toan ATTT va trién khai phuwong an bao dam an
toan HTTT theo cap do, theo quy dinh cua phap luat va tiéu chuan, quy chuan
ky thuat qudc gia vé an toan hé thong thong tin theo cap do khi trién khai cac
HTTT c6 str dung camera giam sat:

Thuc hién Chi thi s6 s6 23/CT-TTg ngay 26/12/2022 cua Thi tuéng Chinh
phu vé ting cudng cong tac bao dam an toan thong tin mang, an ninh thong tin
cho thict bi camera gidm sat. Tinh Thanh Héa da ban hanh Chi thi sé 02/CT-
UBND ngay 18/01/2023 ctia Chu tich UBND tinh vé viéc ting cudng cong tac
bao dam an toan thong tin mang, an ninh thong tin cho thiét bi Camera giam sét
trén dia ban tinh Thanh Hoa.

UBND tinh giao cho S& Thong tin va Truyén thong thuc hién don ddc,
hudng dan cac so, ban, nganh, don vi cép tinh; UBND cac huyén, thi xa, thanh
phé thue hién phan loai, xac dinh va trinh phé duyét dé xuat cép do an toan h¢
thong thong tin va phan loai, xac dinh va phé duyét Ho so dé xuat cap do an toan
Hé théng thong tin dbi voi cac hé thong thong tin ¢6 st dung Camera giam sét
theo ding quy dinh. So Thong tin va Truyén thong di ban hanh cic vin ban
nham huéng dan, don ddc cac don vi thuc hién, bao gém: Cong van s6
2387/STTTT-CNThong tin va Truyén thong ngay 08/11/2022 vé viéc khan
truong thuc hién phan loai, xac dinh va phé duyét HO so dé xuat cép do an toan
hé thong thong tin; Cong vin s6 85/STTTT-CNThéng tin va Truyén thong ngay
16/01/2023 vé viéc don ddc thuc hién phan loai, xac dinh va phé duyét Ho so dé
xudt cap do an toan hé théng thong tin; Cong vin sé 516/STTTT-CNTT ngay
09/03/2023 vé viéc hudng dan ra soat, xdy dung Ho so dé xuit cip do an toan
thong tin mang d6i voi hé thdng thong tin co sir dung Camera giam sat; Cong
van sb 863/STTTTCNThong tin va Truyen thong ngay 11/4/2023, vé viéc don
dbc thuc hién xay dung Ho so dé xuét cap d6 an toan hé thong thong tin (1an 3).

Hién nay, trén dia ban tinh s6 co quan, don vi ¢ hé¢ thong thong tin duogc
phan loai, x4c dinh cap do an toan hé thong thong tin 1a: 856 don vi. Trong do,
c6 08/856 don vi c6 h¢ thong camera gidm sat dugc trién khai tich hop trén hé
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thong ha tang k¥ thuat dung chung di duoc phé duyét Ho so dé xuat cap do an
toan h¢ thong thong tin c6 str dung h¢ thong camera gidm sat.

2. Viéc chi dao cac co quan, don vi truc thudc khi dau tu, mua sim camera
gidm sat hoac thué dich vu CNTT c6 sir dung camera giam sat thuc hién kiém
tra, danh gid an toan thong tin mang theo quy dinh ctia phap luat:

Tinh Thanh Héa da ban hanh Chi thi sé6 02/CT-UBND ngay 18/01/2023
ctia Chi tich UBND tinh vé viéc ting cuong cong tac bio dam an toan thong tin
mang, an ninh thong tin cho thiét bi Camera giam sat trén dia ban tinh Thanh
Hoa. Trong d6, da thuc hién chi dao cac co quan, don vi tryc thudc khi dau tu,
mua sam Camera giam sat hoic thué dich vu cong nghé thong tin c6 sir dung
Camera giam sat thuc hién kiém tra, danh gia an toan thong tin mang theo quy
dinh cua phap luat; thyc hién kiém tra, danh gi4 an toan thong tin mang dinh ky
theo quy dinh d6i véi cac hé théng thong tin co su dung Camera giam sat. St
dung Camera giam sat dap ung cic yéu cau vé bao dam an toan thong tin mang
theo quy dinh; khong st dung Camera giam sat khong c6 chimg nhan xuét xt,
chat luong san pham hodc di duoc co quan c6 tham quyén canh bao khong bao
dam an toan thong tin mang.

3. Vigc thue hién kiém tra, danh gia ATTT mang dinh ky theo quy dinh d6i
véi cac hé thong thong tin ¢6 st dung camera giam sat:

Hién nay, trén dia ban tinh s6 co quan, don vi ¢ hé théng thong tin duogc
phan loai, xac dinh cép do an toan hé théng thong tin 1a: 856 don vi. Trong do,
c6 08/856 don vi c6 hé théng camera giam sat duogc trién khai tich hop trén hé
théng ha tang k¥ thuat dung chung di dugc phé duyét Ho so dé xuét cip do an
toan hé théng thong tin c6 sir dung hé théng camera giam sat. Cac hé thong
thong tin c6 sir dung camera giam sat déu dugc yéu cau trién khai kiém tra, danh
gia ATTT mang dinh ky theo quy dinh ctia phap luat theo cap do tuong Gng.

4. Viéc sir dung camera giam sat dap tmg cac yéu cau vé bao dam an toan
thong tin mang theo quy dinh:

Thuc hién Chi thi s 02/CT-UBND ngay 18/01/2023 cua Chu tich UBND
tinh vé viéc ting cuong cong tac bao dam an toan thong tin mang, an ninh thong
tin cho thiét bi Camera giam sat trén dia ban tinh Thanh Hoa. UBND tinh giao
cho S¢ Théng tin va Truyén thong hudng dan cac co quan, don vi st dung
Camera giam sat dap ing cac yéu cau vé€ bao dam an toan thong tin mang theo
quy dinh; khong str dung Camera giam sat khong c6 chimg nhén xuat xi, chat
lwong san pham hodc di duoc co quan c6 tham quyén canh bao khong bao dam
an toan thong tin mang. Cu thé nhu sau: St dung camera giam sat co chung
nhan xuét xu, chat lugng san pham va dap ung cac yéu cau vé bao dam an toan
thong tin mang theo quy dinh; Cép nhat phan mém, chwong trinh co s0 cho
camera giam sat thuong xuyén, kip thoi theo khuyén céo cta nha san xuat hodc
co quan c6 thim quyen; Thiét 1ap mat khau manh va bao mat cho camera giam
sat, thay doi mat khau mic dinh ban dau; Han ché truy cap vao camera giam sat,
chi cho phép nhitng nguoi c6 thim quyén truy cap; Luu trir dit liéu hinh anh,
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video cua camera giam sat an toan, bao mat; Thuc hién cac bién phap bao vé hé
thong mang, ngan chdn céc truy cap trai phép.

5. Viéc xay dung va ra soat, stra doi, bd sung quy ché bao dam an toan
thong tin mang cua co quan, don vi, trong d6 quy dinh 15 st dung camera giam
sat phai bado dam an toan thong tin mang

Thue hién cac quy dinh cta phap luat vé& bao dam an toan théng tin mang
theo hd so cap do. UBND tinh di chi dao cac co quan, don vi t chirc thyuc hién
phan loai, xac dinh va trinh phé duyét dé xuat cap do an toan hé théng thong tin
va phan loai, xac dinh va phé duyét Hb so dé xuit cip do an toan Hé thong
thong tin ddi voi cac hé thong thong tin c6 sir dung Camera giam sat. Trong do,
thuc hién ra soat, sira doi, b sung quy ché bao dam an toan thong tin mang cua
co quan, don vi, trong d6 quy dinh r0 st dung camera giam sat phai bao dam an
toan thong tin mang.

I1. PANH GIA VIEC TRIEN KHAI CHI THI

- T6 chue, phéi hop thuc hién cac nhiém vu: Trén co s¢ thuc hién Chi thi
s6 s6 23/CT-TTg ngay 26/12/2022 cua Thu tuéng Chinh phu vé ting cuong
cong tac bao dam an toan thong tin mang, an ninh thong tin cho thiét bi camera
giam sat. UBND tinh Thanh Hoéa di ban hanh cac vian ban chi dao to chirc
trién khai thuc hién cdc nhiém vu, trong d6 xac dinh cdc nhoém nhiém vu gén
lién véi thuc té dia phuong dé tap trung to chuc thuc hién nham hoan thanh cac
muc tiéu dit ra. Pong thoi, UBND tinh Thanh Hoéa giao cho co quan thuong
truc la S& Thong tin va Truyén thong tinh chu tri, phdi hop voi cac co quan, don
vi trong tinh tap trung trién khai cac nhiém vu. Trong d6, phan cong, phan
nhiém giao cac nhiém vu cu thé cho cac co quan chu tri cac nhiém vu va phdi
hop nham t6 chuc trién khai, phéi hop trong qua trinh thyc hién.

- Vé phan bo nguén luc: Trén co s& cac nhiém vu ctia Chi thi sd s6 23/CT-
TTg ngay 26/12/2022 ciia Thu tudéng Chinh phu vé ting cudng cong tic bao
dam an toan thong tin mang, an ninh thong tin cho thiét bi camera giam sat.
UBND tinh, cic co quan, don vi d xdy dung Ké hoach noi bo dé to chirc ngudn
luc trién khai. Pong thoi tinh wu tién b tri kinh phi tir ngan sach nha nudc dé
trién khai thue hién cic nhiém vu chi thuong xuyén ctia Ké hoach theo quy dinh
ctia Luat Ngan sach nha nudc cho cac co quan, don vi cap tinh./.
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