UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH THANH HOA Péc 1ap - Tu do - Hanh phiic

Sb: 12765 [UBND-CNTT Thanh Ho4, ngay 30thang8 ndm 2023

VIV tang cuong cong tac
bao dam an toan thong tin
mang trong thoi gian nghi

18 Quédc khanh 02/9
Kinh gri: ,
- Céc s¢, ban, nganh, don vi cap tinh,;
- UBND cac huyén, thi xa, thanh pho;
- Bao Thanh Hoa, DéliNPTTH Thanh Hoéa;
- Cac doanh nghiép vién thong.
UBND tinh nhin dugc Coéng vian sd 4443/BTTTT-CATTT ngay

28/8/2023 ctia B6 Thong tin va Truyén thong vé viéc ting cudng cong tac bao
dam an toan thong tin mang trong thoi gian nghi 1& Qubc khanh 02/9 (¢é vdin
ban gui kem theo).

Pé phong, chdng nguy co mat an toan thong tin mang xdy ra trong thoi
gian nghi 18 Qudc khanh 02/9, Chu tich UBND tinh yéu cu cac sd, ban, nganh,
don vi cap tinh; UBND cac huyén, thi x4, thanh phd; Bao Thanh Hoa, bai PTTH
Thanh Hoa, cac doanh nghiép vién thong tang cudng trién khai cong tic bao dam
an toan thong tin mang cho cac hé théng thong tin thudc pham vi quan 1y, cu thé:

1. Tang cuong trién khai hoat dong bao dam an toan thong tin mang ddi
v6i cac hé thong thong tin quan trong, h¢ thong thong tin chira thong tin ca nhan,
dir liéu ca nhan va cac nén tang phuc vu chuyen d6i sd, trong tam la:

a) Phan cong luc luong tai chd trién khai truc giam sat, bao dam an toan
thong tin mang 24/7.

b) Yéu cau To ung cliru su cd, don vi cung cép dich vu an toan, an ninh
mang (néu cO) cung cd va uu tién nguon luc, nhan luc cho nhi¢m vu giam sat va
bao vé cac hé thong thong tin.

¢) Thyc hién ra soat tong thé cac hé thong thong tin dang van hanh, thuc
hién kiém tra, danh gia ra soat cac 1§ hong, diém yéu, cdu hinh ting cuong bao
mat cho h¢ thong thong tin thudc quyén quan 1y va khéc phuc triét dé cac 15
hong, diém yéu da dugc canh bdo t&i cac co quan, don vi nhu: céac 16 hong bao
mat anh hudng muc cao va nghiém trong trong cac san pham Microsoft tir thang
5 dén thang 7 nam 2023.

d) Cha dong xay dung cac phuong an ung ciru khan cap, hd trg va khac
phuc su ¢ trong trudng hop xay ra tin cong mang.

d) Ludn ludn san sang cap nhat thong tin canh bao, khuyén nghi vé an
toan thong tin mang dugc Cuc An toan thong tin, Bo Thong tin va Truyén thong
chia sé.
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e) Bao dam duy tri, két ndi lién tuc, kip thoi chia sé thong tin v6i Trung
tam di liéu va diéu hanh an toan, an ninh mang cua tinh.

g) Pay manh tuyén truyén, nang cao nhén thic co ban k¥ nang vé an toan
thong tin mang, cach nhan dién thu dién tur, lién ket dang ngo, canh giac vé
thong tin xau doc cua cac thé luc thu dich tuyén truyén nham boéi x4u hinh anh
dat nude.

h) Trién khai cong tac bao dam an toan thong tin mang néu trén dén cac
don vi tryc thudc, UBND cap xa dé thyc hién déng b, toan di¢n trén dia ban tinh.

2. Cac doanh nghiép cung cap dich vu vién thong, internet; doanh nghiép
cung cip nén tang chuyén doi so:

a) Tang cuong nguon nhan lyc thyc hién tryc giam sat, h0 trg va khac
phuc su ¢b bao dam ha ting vién thong, internet an toan, thong sudt.

b) Trién khai céc bién phap ky thuat ¢ murc cao nhat nham phat hién, chin
loc, ngan chin hoat dong tin cong mang, phat tan thong tin xau doc, thong tin vi
pham phap luat trén hé thong thong tin, ha tang mang ludi thudc pham vi quén 1y.

¢) Thue hién nghiém va kip thoi cac bién phap xu ly theo yéu cau cta Bo
Thong tin va Truyén théng va co quan chiic ning ¢ tham quyén.

3. Giao S Théong tin va Truyén thong:
a) Bao dam duy tri, két ndi lién tuc, kip thot chia s¢ thong tin véi Cyc An
toan thong tin; trong do, luu y két ndi toi hé thong giam sat an toan khong gian

mang quéc gia (Trung tam Giam sat an toan khong gian mang qudc gia), nhat 13
cac co quan hién c6 két ndi, chia s¢ dit liéu bi ngat quang hodc khong 6n dinh.

b) Tang cuodng nguodn nhén lyc cho cdng tac giam sat an toan théng tin
mang cua cac h¢ thong thong tin trén dia ban tinh, dic biét d6i voi cac hé thong
thong tin cap do 3.

¢) Cir ddu méi tiép nhan thong tin voi Cyc An toan thong tin, BO Thong
tin va Truyén thong. Trong trudng hop can hd tro giam sat, xir ly, img curu sy ¢6
dé nghi lién h¢ v6i Cuc An toan thong tin, BO Thong tin va Truyén thong thong
qua cac dau moi theo Cong vin s6 4443/BTTTT-CATTT ngay 28/8/2023 ciia Bo
Thong tin va Truyén thong./.

Noi nhin:

- Nhu trén;

- Bo Théng tin va Truyén thong (dé bao cao);
- Chu tich, ca&c PCT UBND tinh (dé bao c4o);
- CVP, cac PCVP UBND tinh;

- Trung tdm Phuc vy HCC (dé t/h);

- Luu: VT, CNTT.

Mai Xuan Liém
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