UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH THANH HOA Poclap - Ty do - Hanh phic

S6: 12752 JUBND-CNTT Thanh Hod, ngay 30thangs ndm 2024

VIV tang cuong cong tac
bao dam an toan thong tin
mang trong thoi gian nghi
1& Quéc khanh 02/9.

Kinh gut:
- Céc s, ban, nganh, don vi cép tinh;
- UBND céc huyén, thi xa, thanh phd;
- Trung tam Phuc vu hanh chinh cong tinh;
- C4c doanh nghiép vién thong.

Uy ban nhan dan tinh nhan duge Cong vin s 3573/BTTTT-CATTT ngay
29/8/2024 ctia Bo Thong tin va Truyén thong vé viéc ting cuong cong tac bao
dam an toan thong tin mang trong thoi gian nghi 18 Qudc khanh 02/9 (guri kém
theo van ban nay).

Pé chi dong phong, chéng nguy co mit an toan thong tin mang trong moi
tinh huéng, Chu tich UBND tinh yéu cau cac so, ban, nganh, don vi cép tinh;
UBND cac huyén, thi xa, thanh phé; Trung tdm Phuc vu hanh chinh cong tinh,
cac doanh nghiép vién thong ting cudng trién khai cong tic bao dam an toan
thong tin mang cho cac hé thong thong tin thudc pham vi quan Iy, cu thé:

1. Tang cudng trién khai hoat dong bao dam an toan théng tin mang:

a) Phan céng luc luong tai chd trién khai truc giam sat, bao dam an toan
thdng tin mang 24/7, kip thoi xa Iy, khic phuc su ¢ tin cong mang.

b) Ra soat, cap nhat day du cac ban va 16 hong bao mat cho hé théng
thong tin; thuc hién theo doi, xir Iy cac van ban canh bao an toan thong tin mang
hang tuan, hang thang do Cuc An toan théng tin thuoéc Bé Théng tin va Truyén
thong cong bd (tai dia chi https://khonggianmang.vn/canhbaoattt), Nén tang
Diéu phdi xir Iy sy ¢ an toan théng tin mang quéc gia (tei dia chi IRlab.vn): cac
canh b&o tir Trung tdm CAng nghé théng tin va Truyén thdng tinh va cac co
quan, to chic lién quan.

¢) Chui dong thyc hién kiém tra, danh gia, phat hién va khac phuc 16 hong
bao mat; sin ling mdi nguy hai va béc g& phan mém ddc hai cho toan bd may
chu, may tram trong hé thdng thong tin.

d) Xay dung cac ké hoach, phuong 4n g ctru khan cap dé sin sang trién
khai céc giai phap Gng pho, xtr Iy su ¢ tn cong mang.

@) Thuc hién sao luu dit liéu theo nguyén tac 3-2-1: co it nhat 03 ban sao
dir li€u, luu trir ban sao trén 02 phuong tién lou trir khac nhau, véi 01 ban sao
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luu ngoai tuyén “offline” (sir dung tape/USB/6 cimg di déng, ...). Trién khai giai
phap dé€ san sang phuc hoi nhanh hoat dong cua hé thong thong tin khi gap su
c0, dua hoat dong cua hé thong thong tin trd lai binh thuong trong vong 24 tiéng
hoac theo yéu cau nghi€p vu.

e) Trong truong hop can 1}5 trg ing ctru sy cré dé nghi lién hé v6i Trung
tam Cong ngh¢ thong tin va Truyén thong tinh dé phoi hop xur 1.

2. Cac doanh nghiép cung cap dich vu vién thong, internet; doanh nghiép
cung cap nén tang chuyén doiso:

a) Tang cuong ngudn hre thuc hién truc giam sat, hd trg va khic phuc su
c0, bao dam ha tang vien thong, internet an toan, thdng suot.

b) Trién khai cac bién phap ky thuat & mac cao nhat nham phét hién, chan
loc, ngan chan hoat dong tan cong mang, phat tan thong tin xau doc, théng tin vi
pham phap luat trén hé thong thong tin, ha tang mang udi thuoc pham vi quan ly.

¢) Tang cudng theo dbi, cap nhat, xir ly cac phan anh, khiéu nai cua nguoi
dung Ve tin nhan rac, cudc goi rac, dac biét la tin nhan kra dao, cudc goi hra dao
qua hé thong tiep nhan phan anh tin nhan rac, cudc goi rac do Cuc An toan
thong tin chia s¢; xtr ly quyet liét, triét dé cac truong hop phét tan tin nhan réc,
tin nhan kra dao, cudc goi rac, cudc goi hra dao ma nguoi dung phan anh.

d) Thuc hién nghiém va kip thoi cac bién phap xir ly theo yéu cau cua B
Thong tin va Truyén thong va co quan chirc nang ¢ tham quyen.

3. Giao S Thong tin va Truyén thong:

a) Uu tién ngudn lyc trién khai truc gidm sat, bao dam an toan théng tin
mang 24/7; phan cong lec luong theo doi thuong xuyén, lién tuc cac hé thong
gidm séat an toan thdng tin tap trung, hé thong phong, chong ma doc tap trung dé
dam bdo phat hién sém cac nguy co tan cong thay doi giao dién, kip thoi xt ly,
khac phuc su co tan cong mang

b) Trong trudng hop can hd tro giam sat, xu ly, ing ctru sur ¢ dé nghi lién
hé voi Cuc An toan thong tin theo dau moi tai Cong van sd 3573/BTTTT-
CATTT ngay 29/8/2024 cua B Thong tin va Truyén thong./.

Noi nhin: KT. CHU TICH
- Nhu trén; , , PHO CHU TICH
- BO Thong tin va Truyén thong (dé b/cao); i
- Chu tich, cac PCT UBND tinh (dé b/cao);
- CVP,cac PCVP UBND tinh;

- Luu: VT, CNTT.

Mai Xuan Liém
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