UY BAN NHAN DAN ~ CONG HOA XA HQI CHU NGHIA VIET NAM
TINH THANH HOA Poclap - Ty do - Hanh phic

S6: 5069 /UBND-CNTT Thanh Hod, ngdy 12thdng4 nam 2024

VIV tang cuong dam bao
an toan thong tin mang
trén dia ban tinh

Kinh gui:
- Céc s, ban, nganh, don vi sy nghiép cap tinh;
- UBND céc huyén, thi x&, thanh phd.

Trudce tinh hinh hoat dong tan cong mang, dac biét 1a ma doc téng tién
(ransomware) ting manh thoi gian gan day va c6 thé tiép tuc dién bién phuc tap
trong thoi gian téi, nguy co anh hudng nghiém trong dén hoat dong phat trién
kinh té - x3 hoi, an toan thdng tin mang.

Thuc hién Cong dién sé 33/CD-TTg ngay 07/4/2024 cta Tha tudng
Chinh pha vé viéc ting cudng dam bao an toan thong tin mang, dong thoi dé
khic phuc nhimg ton tai, han ché, ting cudng ky luat, ky cuong trong cong tac
bao dam an toan thong tin mang, Chu tich UBND tinh yéu cau Giam dbc cac so;
Trudng cac ban, nganh, don vi su nghiép cap tinh; Chu tich UBND céac huyén,
thi x3, thanh phd:

1. Tiép tuc thuc hién quyét Liét, co hiéu qua chi dao cta Thu tudéng Chinh
pht va cua Chu tich UBND tinh vé dam béao an toan thong tin mang; trong d6
tap trung vao cac nd1 dung trong tdm sau:

a) Truc tiép chi dao va phu trach cong tic bao dam an toan thong tin
mang; chiu trdch nhiém trudc phap luat va Chua tich UBND tinh néu dé hé théng
thong tin thudc pham vi quan 1y khong bao dam an toan thong tin mang, dé xay
ra su ¢ nghiém trong.

b) Chi dao tong ra soat, danh gid tinh hinh bao dam an toan thong tin
mang d6i véi cac hé thong thong tin thudc pham vi quan Iy theo hudng dan cua
S¢ Théng tin va Truyén thong; giri két qua vé S¢ Thong tin va Truyén thong
trudc ngay 23/4/2024 détong hop.

¢) Thuc hién nghiém tlic va trién khai day di phuong 4n bao dam an toan

thong tin theo hd so dé xuat cip do dugc phé duyét theo chi dao cua Chu tich
UBND tinh tai Cong van s6 4179/UBND-CNTT ngay 28/3/2024.
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d) Str dung thuong xuyén cac nén tang hd trg bao dam an toan thong tin
do Bo Thong tin va Truyén thong cung cap dé nang cao hiéu quéa hoat dong quan
Iy va thuc thi phap luat vé an toan thong tin mang.

d) BS tri hang muc vé an toan thong tin khi xay dung, trién khai ké hoach
chuyén d6i s6 hang nam, giai doan 5 ndm va cac du an cong nghé thong tin; bao
dam ty 1¢ kinh phi chi cho cac san phém, dich vu an toan thong tin mang dat tdi
thiéu 10% téng kinh phi trién khai cac ké hoach, du an theo chi dao cua Thu
tuéng Chinh phu tai Cong dién s6 33/CD-TTg ngay 07/4/2024 va Chi thi s6
14/CT-TTg ngay 07/6/20109.

2. Truong hop xdy ra sy ¢b tin cong mang, tudn thi nghiém tic theo quy
dinh va chi dao tai Quyét dinh sé 05/2017/QD-TTg ngdy 16/3/2017, Chi thi sb
18/CT-TTg ngiy 13/10/2022 ctia Thi tuéng Chinh phu, Thong tu sb
20/2017/TT-BTTTT ngay 12/9/2017 cua Bo Thong tin va Truyén thong, huu y
mot s nodi dung trong tam sau:

a) Kip thoi bao céo sy ¢d vé co quan chi quan, Trung tim Cong nghé
thdng tin va Truyén thong (co quan thudng truc Doi tmg ctru su ¢d an toan
thong tin mang cua tinh) thuéc S& Thong tin va Truyén théng va cac co quan,
doanh nghi€p c6 chirc ndng quan 1y an ninh mang.

b) Tuan thu sy diéu phdi Gmg ctru su ¢d ciia DoOi img ciru sur ¢d an toan
thong tin mang cua tinh va cac co quan chirc nang cé lién quan trong viéc: thu
thap, phan tich thong tin; xtr 1y, khac phuc su c¢d; xac minh nguyén nhan va truy
tim ngudn gdc; phat ngon va cong bd thong tin...

¢) Béo cao day du thong tin vé su cd, thiét hai va cac théng tin lién quan
vé Doi ung cuu su ¢ an toan thong tin mang cua tinh, déng tho1 téng két, phan
tich, danh gia, rat ra bai hoc va bao céo vé Doi ung ciu su ¢ an toan thong tin
mang cta tinh dé tong hop, pho bién va bao céo vé Co quan diéu phdi quoc gia.

d) Hang Quy bao céo tinh hinh bao dam an toan thong tin mang d6i véi
cac hé thong thong tin thudc pham vi quan 1y, giri S& Thong tin va Truyén thong
trude ngdy 15 cua thang cudi Quy.

3. Giao S¢ Thong tin va Truyén thong

a) Hudng dan ra soat, danh gia tinh hinh bao dam an toan thong tin mang,
huéng dan str dung cac nén tang hd trg bao dam an toan thong tin; giri cac co
quan, don vi trudc ngay 15/4/2024.

b) Téng hop két qua ra soat, danh gia tinh hinh bao dam an toan thong tin
mang trén dia ban tinh, tham muu dy thao van ban cua Chu tich UBND tinh
(trudc ngdy 25/4/2024) débao cédo BO Thong tin va Truyén thong.
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¢) Pinh ky kiém tra, danh gia an toan thong tin theo quy dinh; sin ing va
loai bé cac mbi nguy hai trén hé thong thong tin dung chung ctia tinh va tai cac
co quan, don vi.

d) Chi dao cac co quan truyén thong, bao chi, phdi hop voi cac co quan,
dia phuong ting cudng to chirc tuyén truyén, phd bién phap luat, ndng cao nhin
thirc vé bao dam an toan thong tin mang.

d) Hang Quy c6 van ban hudng dan, d6n dbc cac co quan, don vi bao céo
tinh hinh bao dam an toan thong tin mang, tong hgp tham muu du thdo vin ban
ctia Chu tich UBND tinh (trudc ngdy 17 cua thang cudi Quy) dé bao cao Bo
Thong tin va Truyén thong./.

Noi nhén: CHU TICH
- Nhu trén; ‘

- Van phong Chinh phu (dé bic);

- B6 Théng tin va Truyén thong (dé bic);

- Chu tich, cac PCT UBND tinh;

- Van phong Tinh uy;

- Van phong Doan DPBQH va HDND tinh;

- CVP, cac PCVP UBND tinh;

- Céc co quan Trung uong dong trén dia ban tinh;
- C4c t6 chire chinh tri - xa hoi;

- B4o Thanh Hoa, bai PTTH tinh; P& Minh Tuz“'ln
- Céc doanh nghiép vien théng;

- Luu: VT,CNTT.
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